lab3: Crypto

IXFTRAEAE “When Cryptography Meets Reality”. BITHIZGHE T N4 Z% CTF Crypto 2 w5 LW, KRN LR
B IR RS &8 LU I 7 7 B e £ A B SR RSA. DLP (Discrete Logarithm Problem, EB§HUG}
) , #reniltkin FHE (Fully Homomorphic Encryption, 4=[FZSI%) « ZKP (Zero-Knowledge Proof, ZAITHIE
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A MG LSRR, LR missing subgroup check GEU/DFREAEAL) | missing curve check (S HIZREEHED |
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1. Role Token / Ambiguous Encoding

IX B . Ambiguous encoding Vulnerability (25 21 T1) o BRI —ASAT token M5 E, RS A ML
sign MM TIL token B4, ELMARXA token HRKZEAREMIGFR: verify BAMTTIENK flag, Bt
A [H] A token fix G &AL T mASCAHE R . Tl S AE T /AT R S 500 77 A —FE.

1 from hashlib import sha256
2 from urllib.parse import parse gs
3 from secret import flag, key
4 def mac(s): return sha256(key + s).hexdigest/()
5 op, raw = input("op = "), bytes.fromhex (input ("token = "))
6 if op == "sign":
7 q = parse _gs(raw); print(mac(raw) if g.get (b"amount”, [b""])[0] != b"1000000"
and g.get (b"role", [b""])[0] !'= b"vip" else "no")
8 else:
sig = input("sig = "); v = dict(x.split(b"=", 1) for x in raw.split(b"&"))
10 print (flag if sig == mac(raw) and v.get (b"amount") == b"1000000" and
v.get (b"role") == b"vip" else "no")

KEAEAL token 2+ N#Hl. sign #AH parse gs f#HT URL 24 R ASHHMUE R, Hin
amount=10&amount=1000000 , parse gs SR RSN, S BEEE —ME. XA R
amount=10 Ml role=user , JTLAERELIX token F4 .

B2 verify BT dict(x.split(...)) o FA—MEHEMEZ KA, Python FHSMREFHIME, FrLlEE 2N
SAFRY amount=1000000 Al role=vip . [A—A" token, FEZAKIFHMEIGYEIENR, EWAERBHEG SFUER, Xt
ST B 5 ST R 1 1]

HMIER RS token /&2 user=billsamount=10&role=user&amount=1000000&role=vip . FGHERXSH sign,
MR%5 mt% 5 —A amount M —A role FIWr, KA, T2iRELZEA . REHTEMFEIN token MLEALATLG
verify , XXM RIG—" amount MEJa—4 role KW, MLWLEE flag HIFKIT-

1 token =
757365723d62696c6c26616d6£756e743d313026726£6c653d7573657226616d6£756e743d313030303
0303026726£6c653d766970
sig = 5ba850bb6051743d7€0al1la84190bcc2416£5d40b0a357e9p38426ef2£53532ec

3 flag = AAA{cryptO_ 3}

secret.py BHA flag X HN key. solve g ZHITE key, H2M%%4%, HHFE—A token.



2. onelinecrypto

BRIEEE 27 T,

1 assert  import ('re') .fullmatch (r'SEE{\w{23}}', flag:=input()) and not
int.from bytes (flag.encode (), 'big')$13**37

BERBNH AN K B, HBAUTUE SEE(. ..}, FHIELZ 234 \w [A-Za-z0-9 | FFF. £, EEANFR
H1% big endian F B, LAIRER: 1357 BEER,

solve HL{EA HERME 632 Fhnlfg. MAMENRAMFRER 85 + x i, KN 85 KMEFERTHTENFRFrfn), Aika st
B = i EEASERR. RIGIEEERFME K

1 BEED + 5(85 + x i) * 256™MUE = 0 mod 13737

B G — A% o XA B R R S RIS B 1337 RECERL 0, ibEAY x 1 RE/D, Wit i /yEE e
FIESE I . A LLL Btk — T, FME s, M 2RiEblE, A RS0 E R R R A A, &
JE 3B EIEAERIHIN o



® poc.py U X

ypto > 2-onelinecrypto > # poc.py

def solve():
ror 1, COerTtT 1in enumeracte(coerrs).

row = [@] *x (UNKNOWN_LEN + 2)
row[i] = 1

row[-1] = coeff
basis.append(row)

# WHE char_i = AVG + x_1i, R

# const + sum((AVG + x_i) * coeff_i) == @ mod MOD,
basis.append( [-AVG] * UNKNOWN_LEN + [1, const])
basis.append([0] * UNKNOWN_LEN + [@, -MOD])

for vector in enumerate_short_vectors(basis, BOUND) :
for sign in (1, -1):
vector = [sign * x for x in vector]
if vector[-2:] != [1, 0@]:
continue
flag = PREFIX + bytes(x + AVG for x in vector[:-2]) + S
if re.fullmatch(rb"SEE\{\w{23}\}", flag) and bytes_to_1
return flag.decode()
raise RuntimeError("no flag found")
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if __name__ == "__main__":
flag = solve()
assert re.fullmatch(r"SEE{\w{23}}", flag)
assert int.from_bytes(flag.encode(), "big") % MOD ==
print(flag)
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BillFeng@BillFengMacBook CTF % /usr/local/bin/python3 /Users/BillFeng/homework/CTF/lab3_crypto/2
-onelinecrypto/poc.py - Python
SEE{1uQ5xmNUKgEEDO_c5LoJCum} s
<% BillFeng@BillFengMacBook CTF % []
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SEE{luQ5xmNUKgEEDO _c¢5LoJCum}
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