lab2: Crypto

1. WMEEEB (70 pts)
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1.1 RSAParty (25 pts)

® solve_rsaparty.py U X
xF

1/6: Fermat Factorization
2/6: Pollard p-1
3/6: Common Modulus
4/6: Hastad Broadcast
5/6: Franklin-Reiter
6/6: Wiener

p, q ¥&fi, A Fermat of&

p-1 ¥&, B Pollard p-1 £fi2
BE— n, A el/e2, ¥RER/LERF
e=3, =74 @ n, CRT

AXPEAX m 5 m+pad, ZI=, GCD
d B\, ESBEE

import hashlib
import math
import random
import time
import websocket

TARGET = "wss://ctf.zjusec.net/api/proxy/019fb64a-e8ce-76d0-8149-16297

wa L% KO

BillFeng@BillFengMacBook CTF % /usr/local/bin/python3 /Users/BillFeng/homework/CTF/lab2_crypto/solve

_rsaparty.py

6500570662309155745279095898002919552950844786754782898344878275805141946480502337221542984067491390

5851075666325088589470030278306023365509959300639841600238105434045566066014193334099608527597601403

919801030463, e=3, pad=60447708387592674017917713114099694979103584923459883557029737537596551327108
-> Give me m (hex): Correct!

[6/6] Wiener

n=158023809015632369465526492838581322127555155664948279689522640635546143489787095179855134135063
5837101561379808150281983865095325474330643500225774235451149752461810284514769291199556945163426623
7570559686421406047960882438864123011791124150181535772974468278801490132119235724160529687410193991
7529932298899, e=67756665830739683031041283352546344252871393658001745961907552766382146118656148687
7672528466804800563947644838378781034094135412160073809883416445487874139830408675351366391532965756
8455584297002036363861123986632195957095864650560222053158216824048634659731555801388708956654569389
0372752491604741375606139

—-> Give me m (hex): Correct!

A1l 6 solved. Flag: ZJUCTF{?!Rs@ MA$TEr!?}
<» BillFeng@BillFengMacBook CTF % []

Image 1
36 K, BEREDRME IR S4 ) RSA % 3CFIR A1 IS
A ESE BRI 6 BUA IR IR . (AR 2 1)

1.1.1 Fermat Factorization



R RAM AR k55 e AL RS p,q -

1 def fermat (self):

2 p = getPrime (512)

3 gap = random.randint (0, 10000)
4 qg=p +t gap

5 while not isPrime (q) :

6 q +=1

7 n=p*gq

8 e = 65537

9 m = getRandomNBitInteger (256)
10 c = pow(m, e, n)

2

n=pg=(51)" - (24)°

é\a:p+q’ b:p;q’ m\UGQ*HZbZO

M oa=[vn] JHh, i1 =a>—n, Z b NEHHE p=a—b, g=a+b.

1 def fermat factor(n):

2 a = math.isqrt(n) + 1

3 while True:

4 b2 =a *a -n

5 b = math.isqgrt (b2)

6 if b * b == b2:

7 return a - b, a + b
8 a += 1

S p,q 5 RIVATIEH 5 1 B
1.1.2  Pollard p-1
K= RA I p— 1 RaiEs (B b/ NRECRFRRARD .

PRI — BRI RS 2R AR BRSSPI el 12 = 22 x 3 J6iF, 9941 = 9941 (HORR
HO A . IR SRR p 153 p—1 A& <1000 /MR

1 def gen smooth prime(bits=512, bound=1000, power cap=2 ** 16):
2 primes = small primes (bound)

3 while True:

4 s =1

5 powers = {}

6 while s.bit length() < bits:

7 g = random.choice (primes)

8 if powers.get(q, 1) * q > power cap:

9 continue
10 powers|[q] = powers.get(g, 1) * g
11 s *= g
12 if s.bit length() == bits and isPrime(s + 1):
13 return s + 1

Yl B 2 D/ NEH Y 22 =1 (mod p)o W p—1|B! (Bl=1x2x--xB) , M4 28'=1 (mod p), B 28 —1 &
p WIREEL.



BT p—1 JHE <1000 FI/NEE, ©—ERERERR 20000 (FA 2000 LNEE T HFTA <1000 BU2%L  HHBLIREUE %
%) o FLLFE a = 2200 mod n, )5 ged(a —1,n) MR p.

1 def pollard p minus 1(n, B=2000):

2 a =2

3 for k in range (2, B + 1):

4 a = pow(a, k, n) # BEWE a = 27 (k!) mod n
5 if k 5 100 ==

6 g = math.gcd(a - 1, n)

7 if 1 < g < n:

8 return g, n // g # g e p!

FH p,q ZJRRVATIEH S WIS

1.1.3 Common Modulus Attack

K RAMA IR RIS F— n THAFRK e1 =3, ea = 17 IR —BI3C m.
1 def common modulus (self) :

2 p = getPrime (512)

3 g = getPrime (512)

4 n=p?*q

5 el, e2 = 3, 17

6 m = getRandomNBitInteger (256)

7 cl = pow(m, el, n)

8 c2 = pow(m, e2, n)

PIRBLEMAR a-er+b-ea=1, M m=ct-c (mod n). HIRHIT FHFLIY SCALHE .
CZ A8 H W Fod e i)

g, a, b = egcd(el, e2)

1

2 partl pow(cl, a, n) if a >= 0 else pow(modinv(cl, n), -a, n)
3 part2 = pow(c2, b, n) if b >= 0 else pow(modinv(c2, n), -b, n)
4 %

m = (partl * part2) n

1.1.4 Hastad Broadcast Attack

X—RFARRA: e=3, F—M m A=NAFE n, ng, ng M.

&

def hastad(self) :
m = getRandomNBitInteger (300)
e =3
ns = []
while len(ns) < 3:
cand = getPrime (512)
if cand not in ns:

ns.append (cand)

OW 0 J o U » W N =

cs = [pow(m, e, n) for n in ns]
H=H (ni,c;), Hrie; =md modni. R m.
H ] 9 2 T B

1. 4 N =ninong (ZIEHIITRM, L9 K



2. WA i, HON; = N/ng, VUK t; = N; B n; B0
3. HE: ©=ciNity + coNoto + c3Nsts (IIIOd N)

KA m A 300 bits, m® < N, Frbh z 5t m® [EAE, BT TRE m.

1 def crt (residues, moduli) :

2 M =1

3 for m in moduli: M *= m # N =nl * n2 * n3
4 result = 0

5 for r, m in zip(residues, moduli) :

6 Mi=M//m # Ni =N / ni

7 result = (result + r * Mi * modinv(Mi, m)) % M
8 return result

9
10 m = integer cuberoot (crt(cs, ns))

1.1.5 Franklin-Reiter Related Message Attack

R RA R CRIPIZEARIOH S m A m + pad (11533

1 def franklin reiter (self):

2 P = getPrime (512)

3 q = getPrime (512)

4 n=p*gq

5 e =3

6 m = getRandomNBitInteger (400)

7 pad = getRandomNBitInteger (256)
8

9 cl = pow(m, e, n)
10 c2 = pow(m + pad, e, n)

i Z W fi(z) = 23 — ey fl fo(z) = (2 + pad)® — oo FIEA AR m, 1F Z,[z] L3R ged(f1, f2) 5E] 2 —m, HEI0
BB me.

1 fl1 = [(-cl) $ n, 0, 0, 1]

2 f2 = [(pad**3 - c2) % n, (3 * pad**2) $ n, (3 * pad) % n, 1]
3 g = poly gcd(fl, f2, n)

4 m = (-g[0]) % n # B—2IN [const, 1] = x = -const

1.1.6 Wiener Attack
A BIIRE: FAEH d IR/ (200 bits) , /N n0% (n BIPURTHD o

:‘@__‘
1EH RSA R5Eik e 5 d, ERSFSESFER: ik 7 — MR 4, HEH e.



def wiener (self):
p = getPrime (512)
q = getPrime (512)
n=p*gq
phi = (p - 1) * (q - 1)

d = getPrime (200) # d RE 200 bits!
e = pow(d, -1, phi) # M d R¥EE e

m = getRandomNBitInteger (256)

c = pOW(mr e, n)

P O ©OW 0 J o U b w N B

= e

N4 dANRATFRE? Hed=1 (mod @), fF1E k13 ed — ko = 1. WILEREL dep:

de

ISWES

‘ 1

S|

A/ — g B — 4 R £ MREFIERl. XK e~n (ZEp+q—1), PIbk & 2 £ tRiFinl.

BN EUR T RER B NPT A B A EUET . 8 < JRIT
w=a+ L

a1+ as + ...

BB ENSON A, 2, FUEM £ —ErEH .

2

Wiener iEWI T: 24 d < $n%% I (IX% d 200 bits, n®% ~ 256 bits, Hi2L) , MPIENHISIR— & REARBEFT d.
WAETT 5 XEMEIE (k,d), 5 ¢ = <=L, RIFRERTFLY p,q-

for k, d in convergents (continued fraction(e, n)):

if k == 0 or (e *d - 1) $ k != 0:

continue
phi = (e *d - 1) // k
s =n - phi + 1 #p+ g
disc = s * s - 4 *n # (p - g)"2
sqgrt disc = math.isqrt (disc)
if sqgrt disc * sqrt disc == disc:

p = (s + sqgrt disc) // 2

if p* (n // p) == n:

m = pow(c, d, n)

P O W 0 J o U b W DN =

e

1.2 EZDLP (15 pts)



@ solve_ezdip.py U X
2

@ solve_ezdip.py >

#!/usr/bin/env python3
from hashlib import md5

from Crypto.Cipher import

def v2(n):
(of
while n % 2 == 0:
n /=2
cnt += 1
return cnt, n

dlog_power_of_two(alpha, h, p, exp):

"""Solve h = alpha”x in a cyclic subgroup of order 2%exp."""
X =0

marker = pow(alpha, 1 << (exp - 1), p)

for k in range(exp):
cur = h x pow(pow(alpha, x, p), -1, p) % p
cur = pow(cur, 1 << (exp - 1 - k), p)
if cur == marker:
X |=1<<k
elif cur != 1:
raise ValueError("unexpected subgroup element")

2% WO

BillFeng@BillFengMacBook CTF % /usr/local/bin/python3 /Users/BillFe
ng/homework/CTF/lab2_crypto/solve_ezdlp.py
BillFeng@BillFengMacBook CTF % /usr/local/bin/python3 /Users/BillFe
ng/homework/CTF/1lab2_crypto/solve_ezdlp.py
X = 305586865707528114043989706419312400045597154204859161925532884467868873802905055702821525652725323
0587207770051553907813672389765033884172859971572079
ZJUCTF{poH119_h3L1m@n_al60!?}

%, BillFeng@BillFengMacBook CTF % [§

X R ARG T




1 p =
96049400801725015549473999039719624993020006214514513313255639822107452965730421822
12535171539283802654863390831775422011489937999257216738333337786213881109579869080

45712612233794551809
x = getPrime (500)
g =3

c = pow(g, X, Pp)

aes = AES.new(key = mdb (str(x).encode()) .digest (), mode = AES.MODE ECB)
ct = aes.encrypt (pad(flag, 16))

~ o O s~ w N

c = pow(g, Xy p) ’ &E}E%c:?)xmodp

BHEVFTHAT oy g=3. c, HEAEFRI x . RATEMN 3" mod p = ¢ [ x o XA R B HOS HH . 1E
HREOUT , REBORHCT 12 IO BRAE LK

AES @XSHINEHE, LB AR e, WA E R A . X AES MR < BRI, x -
> BERFRE -> MD5 -> AES key

md5 (str (x) .encode () ) .digest ()
AES.new (key=key, mode=AES.MODE ECB)
3 ct = aes.encrypt (pad(flag, 16))

1 key

aes

FTURERKE T =, BEEEHFEE AES key, REMEEL ct 153 flag.

1.2.1  ?!'pp!?

KR p (GFAE AES BVEAS) , MR p BSRERE, B8tk p-1 BRUAM, IR0 o-
1:

1  p-1=2"518 * 1119326809698249181662206673457
WY, p-1 HEA —NEEE KR 2518 7.

SRIBFEREE BAR < 177

1 x = getPrime (500)

XYLE = /& 500 bit MFRE, FTLLVE—E/NT 290 o < 2500 < 2518

X AR . BEOAWR — MR RN T 2518, BAEXt 2518 BUREZEHC.

DRI FRAN 75 SR e BB L B et 48, HBR Y x mod 27518, MICAERTHIEM x .

1.2.2 4. 94

4 r =1119326809698249181662206673457



KN p-1=27518*r

Pt ASRAC IR K 207 PR T2 07 ¢ = (37)" (mod p)

/?\

1
2

alpha = pow (3, r, p)
h = pOW(C, r, P)

AR h = o mod p

RFEEIBOR AR AR BB R] T — AN KA 2918 JOE3A e L.

1.2.3

#iEk A x

TR B A AP ATRE: 0 81,

FIT A RHIAS () AELE 3 A2 -

1 FlEr x M5 0 [UR 0 B2
2 HbT x B 1 L@ 0 TR
3 HET x B 2 IR 0 TR
4

5 —HEHIWEIE 517 U

BHWT—AL, MAEMBER < .

Bl AR
1 def dlog power of two(alpha, h, p, exp):
2 x =0
3 # marker TFRFIBTHRIZHBIMIESH 1 WIRICE
4 marker = pow(alpha, 1 << (exp - 1), p)
5
6 for k in range(exp):
7 # pow(alpha, x, p) RAREIHMEUIINE alpha”x
8 # FEMNET, HETFTM h = alpha~EEx FHEESLIERRU
9 cur = h * pow(pow(alpha, x, p), -1, pP) % P
10
11 b RS x ABAHIREERIE, HEABX—ME o T2 1
12 cur = pow(cur, 1 << (exp - 1 - k), p)
13
14 # MRERET marker, WHAE k I 1, IBX—UEH x
15 if cur == marker:
16 X |= 1 << k
17
18 # ERBERATERRRRE 1 % marker; NREAZE, RBESHIAEME LS
19 elif cur != 1:
20 raise ValueError ("unexpected subgroup element")
21 return x

HEM x WL 3" modp=c

1.2.4

AES

=3 = Ja, HATLLEHA AES key:



1 key = md5 (str(x).encode()) .digest ()
IRIG R -
1 flag = AES.new(key, AES.MODE ECB) .decrypt (ct).rstrip (b"\x00")

(IXH .rstrip(b"\x00") RPFANEBEMERH \x00 i€ flag #pF 37 16 FHHMEE, M55 ZAIXLAML M
G

1.3 KillerECC (15 pts)
BHRRT npm audit , FTCAEEMAFENKH . package.json HAF|T elliptic@”6.6.0 :

1 "dependencies": {

2 "elliptic": ""6.6.0",
3 "ws": "78.21.1"

4 }

1Z1T npm audit JGRIL elliptic <= 6.6.0 H—A critical IFif.

1 Elliptic's private key extraction in ECDSA upon signing a malformed input (e.g. a

string)
KESE, H elliptic@6.6.0 fff ECDSA 24, WAL NFERME N4 HRIH S, 7T R S BOAPIMEER .

JR 55 v P 4748 FH P B N 1 msg JRFEAELE T key.sign (msg) :

1 function sign(key, msg) {

2 const sig = key.sign (msqg) ;

3 return { r: sig.r.toString(10), s: sig.s.toString(10) };
4 }

1.3.1 %%

M AR TEL? BT BERBIE R FH SR MAPIRA B L RN, ECDSA B X%, BiclE 4, AC
A7 AHATUAT, FAZEAFARKAFZE S .

XK BN, FESLIEHERR M T, EHEILE 2 o BEUBEESHE—MENEET K, #Y nonce. X
ANk BHRZBEAEBLZA K, THAREHARE, PVESHESSEAITH.

AR IRE L RN (v, s) « Ho r Al k BHx, IUWRFIRELE v —8F, SmIRTREHFHERA T
F— k.

ECDSA fRZ 4 # 2 FF]—/> nonce, WHICH k. BHLEERZE (r, s), Hh s WIFHEAXR:
s =k (z+rd) mod n

XH oz ZHEXMEET, d BFY, n & secp256kl MIFT (7 ) o IEWAHLLT, BHARAK k WAREE. —H
PIIRZEELE A T R—A &k, PR DL A ik .

1.3.2 #REX AR



elliptic@6.6.0 XFFRFERHSMAEA—Z. ARG RPIRES:

1 sign 1
2 sign -1

XFHAHEEIE ECDSA AXEFHEEESHE 21 = 1 M z2 = -1, HEAER RFC6979 nonce B 24 BRIFE 32

THEM. TRARELRIR—A k, REZEREKN « WA,
TRAMKRA:

s1 =k (21 +rd) mod n

o = k™(z2 4+ rd) mod n

PI AR 2

s1— 89 = k(21 — 22) mod n

KRR k-

k= (21— 25)(s1 — 82)"! mod n

ek REZEAX, sk ERY:

d= (s1k—z)r ! mod n

AT, 2 1 M -1, B r MFE, BHRAREBRA o, BaiRA NI

1 N = OXFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEBAAEDCEG6AF48A03BBFD25ES8CD0364141
2

3 rl, sl = parse_sig(send cmd(ws, "sign 1", need sig=True))
4 r2, s2 = parse_sig(send cmd(ws, "sign -1", need sig=True))
5 assert rl == r2

6

7 z1l =1

8 z2 = -1

9
10 k = ((zl1l - z2) % N) * inverse((sl - s2) % N, N) % N
11 d= (sl * k -12z1) $ N
12 d = d * inverse(rl, N) $ N
13
14 send cmd (ws, f"submit {d:x}")

10



@ 1-3 solve killerecc.py U X
ab2_crypto > % 1-3 solve_killerecc.py

#!/usr/bin/env python3

import re
import time

import websocket
from Crypto.Util.number import inverse

TARGET = "wss://ctf.zjusec.net/api/proxy/019fb82a-3c86-72d7-be80-9bfa75d

e
<

cp256k1l group order
OxFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEBAAEDCEGAF48A03BBFD25E8CD0A364141

recv_some(ws, delay=0.25):
time.sleep(delay)
ws.settimeout(0.2)
chunks = []
while True:
try:
msg = ws.recv()
if isinstance(msg, bytes):

KK WO

BillFeng@BillFengMacBook CTF % git commit -m "cry2"
create mode 100644 CTF/lab2_crypto/1-3 killerecc/node_modules/ws/lib/websocket-server.js
create mode 100644 CTF/lab2_crypto/1-3 killerecc/node_modules/ws/lib/websocket.js
create mode 100644 CTF/lab2_crypto/1-3 killerecc/node_modules/ws/package.json
create mode 100644 CTF/lab2_crypto/1-3 killerecc/node_modules/ws/wrapper.mjs
create mode 100644 CTF/lab2_crypto/1-3 killerecc/package-lock.json
create mode 100644 CTF/lab2_crypto/1-3 killerecc/package.json
create mode 100644 CTF/lab2_crypto/1-3 killerecc/server.js
create mode 100644 CTF/lab2_crypto/lab2_crypto.assets/image-20260731195302123.png
BillFeng@BillFengMacBook CTF % /usr/local/bin/python3 "/Users/BillFeng/homework/CTF/lab2_crypto/1-3 sol
ve_killerecc.py"
private key = 3ff754b044c5e236dal2e5543bf562820a57091ef0df24ch8ac71c4edd165b0a
> Correct! Flag: ZJUCTF{eL11PTiC_6_6_0_ was_nOt_fIn3}
>

<, BillFeng@BillFengMacBook CTF % i i Lo 3R

1.4 EZCopper (15 pts)




m = bytes to long(flag)
assert len(flag) == 60

getPrime (512)
g = getPrime (512)
N = p*q

T
Il

cl = pow(m, p, N)
c2 pow (m, g, N)

O O J o U1 b W N =

ENREEEM T p M g. ZEERDPHER o A g TH. B N = prqg, —PATFURE v Fx, BagEx
Bop B g RS,

Xf cl = m*p mod N Rifi, B c1 =mP (mod p). WHHL/NEH, mP =m (mod p), TP ¢ =m (mod p), WHHLE
p| (et —m).

FIFE, c2 = m’q mod N, JHEE o FH ca=md (mod ¢). FHHD/NEH, mi=m (mod g), FTLL cy
=m (mod q), WHiZE ¢ (ca—m).

WAE (el - m) BAHERTF p, (c2 - m) BERETF g. WEMNRER, REANESH p M g, W N = prg, AL
N (er —m)(ca—m), #RIIZE L (c1 —m)(ca—m) =0 (mod N),

ERME) m EREGRER <, #EE f(z) = (2 —ca)@—c) =0 (mod N)o HIEFI m HZXANTTRE— .
BB T FE AL, NI HE p A1 g, MARBEEESR N XNBHS TS PEELMF

1 assert len(flag) == 60

flag {7 60 74, Bl m ALK, m <256% =280, jfj N J& 1024 bit, N2 KL 2512, Frll m < 2480 < N1/2,

WHtEW m A—NMR7. BHZ BN Copper #iETEIE/R Coppersmith. Coppersmith HJ DLFR X Fio 5 52 HL ) /N
i

XHERWEZ: BAIAE DM N, FEWISE LR RTRE XA HAR MR T RO SCAS 5 856, Pl
AE

Coppersmith BEIEE KT K.

AR TR .

1 expr = (x - cl) * (x - c2)

2

3 reduced = 0

4 for power, coeff in enumerate (reversed(sp.Poly(expr, Xx).all coeffs())):
5 reduced += center mod(int (coeff), N) * x ** power

6

7 m = small root by coppersmith (reduced, N, 256 ** 60)

12



@ 1-4 solve_ezcopper.py 1,U X

a

lab2_crypto > %@ 1-4 solve_ezcopper.py
def coppersmith_quadratic(poly, modulus, bound):
if short_poly.is_zero:
continue

(SIS |

=N

_, short_poly = short_poly.primitive()
for factor, _ in sp.factor_list(short_poly.as_expr())[1]:
factor = sp.Poly(factor, x)
if factor.degree() != 1:
continue
a, b = factor.all_coeffs()
if (-b) % a ==
yield int(-b // a)

oy N

n ol o

(o))

def main():
X = sp.symbols("x")

Yy O

expr = (x - c1) *x (x - c2)

reduced =

for power, coeff in enumerate(reversed(sp.Poly(expr, x).all_coeffs
reduced += center_mod(int(coeff), N) * x *xx power

bound = 256 *x* 60
for candidate in coppersmith_quadratic(reduced, N, bound):
if @ <= candidate < bound and ((candidate - cl) * (candidate - ¢

print(long_to_bytes(candidate).decode())
return

oy N

~

~J

e |
(o8]

raise RuntimeError("small root not found")

AiigEle &K RO

BlllFeng@BlllFengMacBook CTF % /usr/local/bin/python3 "/Users/BillFeng/homework/CTF/lab2_crypto/1-4 sol —
ve_ezcopper.py"
ZJUCTF{y@u_HavE_13@rnt_thE_coppER$miTH_m37hod_sO_c13VEr!!!!}

<, BillFeng@BillFengMacBook CTF % []

DIEMER (R& 45 pts)

Regev (15 pts)

B — AMBRARMER LWE?  (Learning With Errors, 2452~ @) Eal

zsh
Python

.~ Zsh

0S5 3 MR .




g w NN

~J O

n = 100
m = 150
g = next prime (2**20)

s = [random.randint (0, 1) for _ in range(n)]
e = [random.randint (-1, 1) for  in range (m)]
b[i] = (A[i1] * s + e[i1]) % g

XH s 2100 4509 0/1 &, RE e H—OHRAE -1, 0, 1. mG AES key && sha256 (bytes(s)) , ATEAH
AR E s .

IR RE, HEMENEITE As =0 gtiT. HXREZ 7T MRUMIRE, POk b sobfg 7. Eif
As + gz YR — M, HEM b L b= As+e (mod q)

MR b BEEEAMME AR E - MRENRERE . BN e W& TUEAK 1, XAREKSAERIL,
LLL/BKZ ##) 5 CVP mhaedk s,

KEXF1E...

1 Q! tARL1L1Mcvp?

2

3 A LuE PIDUBMRCE—RIRENEMEARE . MIRSERE, BIIRER a+s-b MEEFIWE s, BHRBLS
IZ b=Ars+te, HH e R/, RRULRFE—RR. T2 b TREENENR, MEBEMEMRIERA,
BANEMBRIEERN A*s+qrz BR—HERNZAZINESR, BRMEREE b IENIRT™MER. cve MIIRIE
XHE, EREREEES;, 111 NREAERNRREBESEFA, ILEENSEAZETXIEXE ., ERX@R
Z5H550, FMARIEESEAM S RINRENER, RIIEUEMERELEWE s, BA s BE flag,

1 L = lattice generated by A and g(A, Q)

2 closest = CVP.closest vector(L, b)

3 e = b - closest

4

5 s = solve mod (A0, closest[:n], Qq)

6 key = sha256 (bytes(s)) .digest ()

7 flag = AES.new(key, AES.MODE CBC, iv) .decrypt(ct)

14



@ 2-1solve regev.py 1,U X

lab Y

2_crypto > @ 2-1solve_regev.py >

03

64 def main():
out = load_output()

A, b, q, n, m = out.A, out.b, out.q, out.n, out.m

ME—MRAER -1. 0. 1, X b BA
[j] % q for j in range(n)] for i in range(n)]
inv_mod_matrix(A@, q)
[[A[i]l[j] % q for j in range(n)] for i in range(n, m)]
matmul(Al, inv_a@, q)

basis = []
for 1 in range(n):
row = [0] *x m
row[i] = 1
for r in range(m - n):
rowln + r]l = center(D[r][i]l, q)
basis.append(row)

S [ T e |
O 00 -~ o))
O 0 N O

0 0O OO
<~

o0
N =

r in range(m - n):
row = [0] *x m
rowln + r] = q
basis.append( row)

lattice = IntegerMatrix(m, m)

far i rovg in anumaratef{hacic):

K &L

BillFeng@BillFengMacBook CTF % /usr/local/bin/python3
"/Users/BillFeng/homework/CTF/lab2_crypto/2-1 solve_re
gev.py"
ZIUCTF{LLL_60_brrrr}
error norm™2 = 101

%, BillFeng@BillFengMacBook CTF % ]

ZJUCTF{LLL_60_brrrr}
2.2 EZHNP (15 pts)
ECDSA, fH/h k
getPrime (240)
=k *G

int(P.xy () [0]) % n

inverse(k, n) * (h + r * sk)

secp2h6kl HIBY n & 256 bit, MIXER k R 240 bit.e W& WA nonce HIE 16 bit AL 0. —IRZE A EE A
g, (HEIHZ T 18 HE—JH B4, NIEFA] L% Hidden Number Problems.

M ECDSA AU k-




siki = h +r;sk (mod n)

#— Nl

ki =r;s; sk + hs;' (mod n)

L ai=ris;t, ci=hs;', HAH:

ki = aisk + ¢; (mod n)

XH sk R, W2 flag FEREEEL k1 BARCRED, (HIAIENEER/AD, DT 2240, FrLlm A A4
sk, WA aisk +¢; (mod n) #IEIEIR/NAVEE B . Xit& HNP.

A BATIX L A R 8 RTBGERS L, RG] CVP & . N VikXIEEXNRR, 8 [0, 27240) “FRERHOHTTAe
i,

a = r * inverse (s, n)

o°  o°
5B

c = h * inverse (s, n)

target = [-c[i] + 2**239 for i in range(t)]

closest = CVP.closest vector(lattice, target)

~ o O b W N =

o)

sk = closest[0] * inverse(al0], n) % n

16



® 2-2solve_ezhnp.py X

lab2_crypto > @ 2-2 solve_ezhnp.py

#!/usr/bin/env python3

1
2

import importlib.util
from pathlib import Path
from hashlib import sha256

from Crypto.Util.number import bytes_to_long, inverse, long_to_byte:
from fpylll import BKZ, CVP, IntegerMatrix, LLL

def load_output():
base_dir = Path(__file__).resolve().parent
spec = importlib.util.spec_from_file_location("ezhnp_output", b
out = importlib.util.module_from_spec(spec)
spec. loader.exec_module(out)
return out

center(v, mod):
Vv %= mod
return v — mod if v > mod // 2 else v

main():
out = load_output()
R, S = out.R, out.S

WidiEEe 2% KO G
>_) zsh

| Python
BillFeng@BillFengMacBook CTF % /usr/local/bin/python3 "/Users/BillFeng/homework/CTF/lab2_crypto/ C% zsh
2-2 solve_ezhnp.py"
ZIUCTF{HNP_atT4cK_D$A} T
nonce bit lengths = [2408, 240, 240, 240, 240, 240, 240, 240, 240, 240, 240, 240, 240, 240, 240,
240, 240, 240]
<» BillFeng@BillFengMacBook CTF % [] Cos 3 N B&H...

ZJUCTF{HNP_atT4cK_D$A}

2.3 PRNG Study4 (15 pts)

#EH: nc zjusec.com 30094 JEIEFF Level 4. JISHEEE 4 A~ PRNG HEKIRE Dual EC HRAERE, WL P-
256 Mgk FRES, SREHE A x ABFRYIAR 64 bit — B — B H .

REEARY KM A IZAF -




self.Q = self.mul (random.getrandbits (bits // 2), self.P)
self.a = random.getrandbits (bits)

1
2
3
4 self.a = self.mul (self.a, self.P)[0]

5 self.b += (self.mul (self.a, self.Q)[0] >> 16) << self.cnt

XH bits = 64, Bl 0 = dp BN 4 R 32 bit. WS IFIESME 8 M, w7 4 Mard EiPHal o 1 x
Abr. A d AR/, ATEAH baby-step giant-step £E K2y 216 Z5I4KIAI o, X—HAREMTEEN 256 bit IR 12k &
BOCTH, AR A R 2 e = BN T

JEHREHRE = (a0) >> 16, W H#ds 7K 16 bit. JHEE HKM 64 bit P 240 bit BRI, FrLAsE 8
Mt EE PR T L, /BB T T FFIRRAPHELUG, BB 16 bit B oMas, mlRESE AT RE £ AT
AR

PONCARIE 0 = dp, WERFEANRGE a0, MI;LE dr(-1) MEERE ap . MAERS T RIPREELZXNEH x
AABR, FTLUIRZS S BT o Ja i R Z4kER PRNG, H ARSI sha256 i Zofis At iR (xig, HUnT L4 i 20 4

1 gx = chunks to int (known([:4])

2 d = bsgs_ for gx(gx)

3 inv_d = pow(d, -1, ORDER)

4

5 tl = known[4] | (known[5] << 64) | (known[6] << 128)
6 tl |= (known[7] & ((1 << 48) - 1)) << 192
7

8 for low in range(l << 16):

9 x = (tl << 16) | low
10 for r in lift x(x):
11 a = ecdh x(inv_d, r)
12 output = predict rest(a)

18



@ 2-3 solve_prngstudy4.py X

lab2_crypto > %@ 2-3 solve_prngstudy4.py >
oo

O /

1
1l

def main():
with socket.create_connection((HOST, PORT), timeout=2@) as sock:
text = recv_until(sock, b"Give me XXXX:")
sock.sendall((solve_pow(text) + "\n").encode())

text = recv_until(sock, b"Level:")
sock.sendall(b"4\n")

text = recv_until(sock, b"guess:")
known = ast.literal_eval(re.search(r"\[[~\]1]1+\]", text).group(9))
hint = re.search(r"\b[0-9a-f]1{64}\b", text).group(0)

for output in predict_from_known(known):
if hashlib.sha256("".join(map(str, output)).encode()).hexdiges
for i, value in enumerate(output):
sock.sendall((str(value) + "\n").encode())
text = recv_until(sock, b'guess:" if i + 1 < len(outpu
print(text.strip())
return
raise ValueError("no prediction matched the hint")

__main__":

BillFeng@BillFengMacBook CTF % /usr/local/bin/python3 "/Users/BillFeng/homework/CTF/lab2_crypto/

2-3 solve_prngstudy4.py"

Congrats! Here is the flag: AAA{You_should_jOIn_th3_NSA_to_MAKE_AMERICA_GREAT_AGAIN |903bbeda5}
% BillFeng@BillFengMacBook CTF % []

Image 7

AAA{You should jOIn th3 NSA to MAKE AMERICA GREAT AGAIN|903bbeda5}

Democratic Signature Agency (15 pts)
jusec.com 30085 . HHETA]PIE Description, & HIEHEE2E

def sign(message, private key, p, g, 9):
global k
r = pow(g, k, p) % g
digest = bytes to long(hashlib.sha256 (message) .digest())
s = pow(k, -1, gq) * (private key * r + digest) % g
k += 1

return r, s




DSA B E TN — S 2 nonce k WMAEZE HA TN, X HEBREEELE, HEXRRE k += 1, IUEHIRESY
BRETESE VKK nonce &5 —IKM k+1 o XILFIEMILZERZ .

WRIREL AR (rl, s1) M (r2, s2), PR THk:
s1k=xr1 + hy (mod q)
s2(k+1) = xry+ he (mod q)

XH x £8P, hl, h2 EFMNEER sha256. PARMECE k M =, PINITENIEFATENEIC. oMt k. PR
Al 453 2 R0

1 rl inv = pow(rl, -1, Qq)

2 k = (h2 - r2 * hl * rl inv - s2)

3 k *= pow(s2 - r2 * sl * rl inv, -1, q)

4 k 5= g

5

6 private key = (sl * k - hl) * rl inv % g

ZRRHALE, MATUS ERFERE Plz give me the flag! HOZEH#. XHEREEE forge k = 1, HH
(r, s) Jazt4 Verify.

20



® 2-4 solve_democratic_signature_agency.py X
ab2_crypto > ® 2-4 solve_democratic_signature_agency.py
def main():
with socket.create_connection((HOST, PORT), timeout=10) as sock:
text = recv_until(sock, b"Give me str:")
sock.sendall((solve_pow(text) + "\n").encode())
recv_until(sock, b"Quit")

sock.sendall(b"3\n")
P, q, g = parse_key(recv_until(sock, b"Quit"))

ml = b"hello"

m2 = b"world"

ri, si sign_query(sock, ml)

r2, s2 = sign_query(sock, m2)

hl = bytes_to_long(hashlib.sha256(ml).digest())
h2 = bytes_to_long(hashlib.sha256(m2).digest())

rl_inv = pow(rl, -1, q)
k =(h2 - r2 x hl % rl_inv - s2) % pow(s2 - r2 x sl % rl_inv, -1,
private_key = (sl x k — hl) x rl_inv % q

forge_k =1
r = pow(g, forge_k, p) % q
h = bytes to_long(hashlib.sha256(TARGET).digest())

mh  EEEEEe &% w0

BillFeng@BillFengMacBook CTF % /usr/local/bin/python3 "/Users/BillFeng/homework/CTF/lab2_crypto/2-4 solve_d
emocratic_signature_agency.py"
Well done! Here is your flag: AAA{f@rgeee_@_ si9natur3_wlth_elimina7ion|8ff31a2b}

Plaese choose one:
0. Description
1. Sign
2. Verify
3. Get key
4, Quit
<s BillFeng@BillFengMacBook CTF % []

Image 8

AAA{fOrgeee @ si9natur3 wlth elimina7iOn|8ff31la2b}
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