labl: RevEHl

3250101697 35 A it L 36-313% . Ubuntu 24.04 (aarch64), GCC 13.3.0, Clang 18.1.3

1. Task 1: rev__begin (57%)

1.1 Compilation (24%)
1.1.1 %iFIL L

There is NO
TICULAR PURPOSE.

paralle ount inux 4: $ clang --wve
Ubu
T

Image 1

AR IBE] 1ibllvm18/libclang IRAMSE (ELEE -1ubuntul WRATMEEHN -1 WRA), @it

--allow-downgrades [ INZ 4L,

1.1.2 8 g++ ARBFITHRLE (FEF)

input;
f (input.length = 26)

‘Length Wrong!"

ota(@, 26

t(i]l, i, ok

'"Flag Correct!" endl;

"Flag Wrong!"
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JEIFPATE #include KXfF. BENX, RFRERE
FIT e SR AR B R a2

1.1.3  &A g++ FRGRFHCEHRD

is_constant evaluatedv,"axG",@progbits, 75t23 is constant

valuatedv
luate

[ personality v@
.cfi lsda Ox1b,.LL
sub sp, sp, O

i def cfa of

r %19, [sp,
i offset

. guard]

>alcEECLEV

-std=c++20 -E rev begin.cpp -0 rev

-std=c++20 -S rev begin.cpp -0 rev b

¥ C++ AS%IEHN ARM aarch64 {L4RURS (FEMXZ arm ZEA5HY)
C 9w S 4R :

.arch armv8-a

.file "rev_begin.cpp"
.text

/) ... EM symbol EX ...

main:
.LFB2984:

.cfi startproc

sub sp, sp, #144 ; DRI 144 FH
stp x29, x30, [sp, 1121 ; {REFMIEEHFREIHIE
add x29, sp, 112

// ... AP cout << "Please enter the flag: "
// ... VAR cin >> input
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/... KERE, BIEHRIES
1.1.4 &8 g++ HREBLH (REdE) HBARIH

untu-linux-24084:/ .a/pst/homework/CTF/labl_rev$ g++ -std=c++20 -c rev _begin.cpp -0 rev begin gcc.o

: a/psf/homework L rev$ file rev_begin gcc.o
< s 64-bit LSB r catable, ARM aarch64, version 1 (SYSV), not stripped
buntu-linux-2404: /media/psf/homework/CTF/labl rev$ I

Image 4
R gm RSB LS (BFRSCrF), (EAEITHERL,
AJLIEE|ESE relocatable (FJEEN) XM, MIARTEE,
1.1.5 A g+ @78, ARTIITIH, HF2iREST

g++ -std=c++20 rev_begin.cpp -o rev_begin gcc
5 file rev quin gcc
aarch 4, i ; , dynamically linked, interpreter /lib/
cﬂl%hla@hb”ﬁfthB;J _391h, for GNU/Lin 3.7.0, not stripped
L: =v$ echo "AAAA..." | ./rev begin gcc

1.1.6 1A clang++ A BRI AE X4 LLVM IR

ModuleID = 'rev
ource filename = .cpp"

116
hh4 unk n- 11nux—qnu

Z5t21ios base library in

on Attrs: mustprog
2 dso_ lnral noundef 132 @main() #U pprqnnd11ty ptr (G gxx_personality_va {
align £
5 _cxx1l::basic string", align 8
alloca
= alloca
= alloca
= alloca
= alloca
alloca a'ign
alloca

:iota view<int, int=:: Iterator", align 4
: i i Iterator",
= alloca

table, ARM aa not stripped
romework,/( E 3 rev begin.cpp -o rev begin gcc

interpreter
8, not ;frlpp
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AERAERNRE LLVM HREIZRR (IR), X2 LLVM ZwiEasiz O RIE S,
LLVM IR f#H SSA (HAMME) B, A o wmENERIFEeKEN G HRE{E,
1.1.7 /A clang++ AR =34 H X8y LLVM Bitcode

-1i iia/p 0l } : $ clang++-18 -std=c++20 -c -emit-1lvm rev begin.cpp -o
v$ file rev begin.bc
Image 7

IR bitcode

AR R HERIRS P LLVM Bitcode, FIiEf542 LTO (BEZERMLIL) F(EH,
1.1.8 1A clang++ ARTIITIH, HLIREST

df3ef30712647a93¢ for G in

=vs echo "AAAAAAAAAAAAAAAAAAAAAAAAAA"

i clang++ FEREYRIFA AT HAT SIS
IBITERS g++ TWIFRATT N —E
1.2  Analyze and Tool Use (33%)

1.2.1 1. 43 Flag
IRIETRIG P A OB B flag, cmp lambda WENFAFAIZE N :

c = a ~ 0x42 // XOR 0x42

c=c+ i // TOFAR

c = ~C // FRAIBUR

c=c ”~ ((i*7) & OxFF) // XOR (i*7) {&s8{lu

WS GEFPAITIERAE) |

target = [0xFC, OxFC, OxF4, 0xD6, OxF7, O0xAA, OxEF, OxEA, OxEF, O0xFO,
OxB6, 0xCC, 0x93, 0x8E, 0xB2, 0x12, O0xBB, 0x0C, O0x9E, OxFC,
0x42, 0xE9, 0x26, 0xD9, 0xDB, 0x08]

for i, b in enumerate (target):

c=b " ((i * 7) & OxFF) # ¥ XOR
c = (~c) & OxFF # ¥ noT GEE s-bit ¥EH)
c = (c - 1) & OxFF # WANE
a =c¢c ~ 0x42 # ¥ XOR

print (chr(a), end='")

5% flag: AAA{R3v_beGln c7£101 2026}
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IS :

‘ev$ echo "AAA{R3v beGln c7f101 2
echo AAA’RJ. beGln in clang

: Flag Correct!
_orrect!

: Flag

Image 9

1.2.2 2. #A50H
f#F IDA Pro 735X GCC #1 Clang ZmiFEHIM AT AT S TER S IR TR T,

1.2.2.1 2.1 std::views::iota HWAZEXW

GCC — HIEfE main P iota view(0, 26}, LEHHEIE:

if ( std::string::length(v13) == 26 )

{
*(_OWORD #)v14 = xmmword_1DD@; .—ﬂ

*(_DWORD #)&v14[10] = *(__int128 *)({char #*)&xmmword_1DD@ + 1@);
11
= Bx1A00000000LL ;

v ll

v12 &v1l;

vE = std::ranges::iota view<int,int>::begin(&v11);

v9 = std::ranges::iata_view<int,int>::end(vlz}:

while ( (((unsigned __ int8)std::ranges::operator==(&v8, &9) ~ 1) & 1) '= @ )

{
vilD = std::ranges::iota_view=int,int=::_Iterator::operator(&vg);
vd = (unsigned __int8 *)std::string::operator[]1{v13, (int)via);
ZNK3cmpMULTyT_S@_iRbE_c1IhEEDaS@®_S@_iS1_(&cmp, *v4, (unsigned _ int8)via[viel, vie, &-\r?:-;
std: :ranges: :iota_view<int,int=::_Iterator::operator++({&vE);

}
if ( (w7 &1) 1=8 )

5 = std::operator<<<std::char_traits<char=>=(&std::cout, "Flag Correct!™);
else

5 = std::operator<<<std::char_traits<char=>=(&std::cout, "Flag Wrong!"};
std::ostream: :operator<<(v5, &std::endl<char,std::char_traits<char==);

=

Image 10

e 0x1A00000000LL : M int (0 F126) &I N—IK 64-bit B
o EH#MHA iota view::begin() / end(), EIMEIERIFER

Clang — £ 1 views:: Iota CPO X—JZ:

e 24| if { s.td::string::length(viﬂ} = 26 )

25| { e
e 26 *{_OWORD *}v16 = xmmword_1A7C;
e 27 *( OWORD *)&v16[18] = *(__int128 *)({(char *)&xmmword_1A7C + 1@);
e 28
® 2
e 30
e 31 JIT_T@_EEEDa0S3_054 = ZNI(Stﬁranges5v1ew55_10tac‘|.11105rﬂ_deta1lElS_can_lata_v:.ewIT_TB_ﬁDaDSB_OSd_(
32 &std iranges::views::iota,
33
34 H
e 35 = L = =4 O o o8 L T TG 0 B 7
* 36 V10 = std::ranges::dotd v1ew<1nt int=: begln(& i Clang: i views:. lota CPO (RS
e 37 v3 = std:iranges::iota_view<int,int>::end(p_cz : 4);
e 38 while ( (ZNStGrangesgmta viewIiiE9 IteraturFquRKSZ 54 Olgequallty comparableIT E(&v1B, &v9) & 1) = 0 )
39 {
o 40 vB = stdiiranges::iota_view<int,int>::_Iterator::operatorx(&v10};
e 41 v6 = (unsigned __int8 *)std::string::operator[](v18, (int)ve);
e 42 $_@::operator()=unsigned char=(&cmp, *vG, {unsigned _ int8)v16([v8], vB, &v15);
e 43 std::ranges::iota_view<int,int=::_Iterator::operator++{&v10);
44
e 45 if ( (v15 & 1) =0 )
46 {
e 47 v5 = std::operator<<<std::char_traits<char==(&std::cout, "Flag Correct!");
e 48 std::ostream: :operator<<{v5, &std::endl<char,std::char_traits<char==);
49
50 else

Image 11

el views: : Iota::operator () (CPO), ERML R G A # 15 iota view
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* end() IR sentinel %Y, fEIAH IteratorFeq(Iterator, Sentinel) [EH

B GCC Clang
iota #9J& BEZLBIL @I CPO [AEAIE
HHER 18 2 )2 (2 CPO)
ZEHHWT operator== sentinel IteratorFeq
Table 1

1.2.2.2 2.2 Lambda ZZ R LI H
GCC — A lambda fANHEITRIER, 1+7 MEREENR (ARG S ASEIRRICS)

X [E IDA View-A = | Pseudocode-A * E'] Imports * E Export
1 // Alternative name is '_ZNK3cmpMULT_S_iRbE_clIhEEDaS_S_is@_'
2 bool #%__fastcall ZNK3cmpMULTyT_S@_iRbE_c1IhEEDaS®_S@_iS1_(__int64 al, char a2, unsigned __int8 a3, char a4, bool #*a5)
34
4| bool v5; // wl
5
o 6 V5 ==#%a5 & (unsigned __int8)((8 * (a4 & Bx1F) - a4) ~ ~(a4 + (a2 ~ 0x42})) = a3;
e 7| =xab = v5;
® 8| return a5; ._ﬂ
e J}

Image 12

1 v = *ab && (unsigned  int8) ((8 * (a4 & Ox1F) - a4) "~ ~(ad4 + (a2 *
0x42))) == a3;

® 8 % (a4 & 0xlF) - a4 = i*g8 - i = i*7 (BBAIERFEDE)
o a5 ss& (...) RIERNEH

Clang — H if XXRIEFEMTER, i+7 BREFE:

* E IDA View-A X [E Pseudocode-A x @ Hex View-1 X Local Types X E Imports b d E Exports
1 void _ fastcall 5_@::operator{}<unsigned char={__int64 al, char a2, unsigned __int8 a3, char a4, bool =a5)
2 4
3  bool w5; // [xsp+8h] [xbp-20h]
: —E3
5 v5=0;
6 if { #a5 )
.7 v5 = (unsigned __int8)(~((a2 ~ @x42) + ad4) ~ (7 % ad)) == a3;
L] *ah = v5;
e 9 }
Image 13
1 v5 = 0;
2 1f ( *ab5 )
3 v5 = (unsigned _ int8) (~((a2 "~ 0x42) + a4) ~ (7 * a4)) == a3;
4 *ab = vb5;

* 7 % a4 HIF mul, RMHEGHEHIK
e if (*a5) PEHIAER; MAEEM&4 s 0 (GCCH cmp)

GCC Clang
gty RATRIE RIAK if 9%
i*7 ixg-i (GREEHIJR) 7*i (H3F)

fii%4 cmp:: {lambda}... $ 0::operator()...
Table 2
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WEMCEREN, BAER 2

GCC REH R @A 5 E N, Clang R L IRD 44,
1.2.3  #&iAE (GDB)
1.2.3.1  # A\ Lambda K
£ main 1Y lambda YA (main+308 ) Wi, stepi HEA:

(gdb) break *main+308

(gdb) continue

(gdb) stepi

0x0000aaaaaaaal7e8 in cmp::{lambda}::operator ()<unsigned char> ()

disassemble A lambda 5%

0x...17e8 : sub sp, sp, #0x30 < &M 48 FH
0x...1840 : wubfiz w0, w0, #3, #5 < 1 << 3
Ox...1844 : sub w0, w0, wl — 1i*8 - 1 = 1*7

GCCH5 17 N (ia0x1F)*8 - i, MABAHBIEERIRE, BIFRSOHT AL 258 R HI .

(gdb) break *main+308

Note: breakpoint 1 also set at pc
Breakpoint 2 at

(gdb) c

Continuing.

Breakpoint 1, in main ()
(gdb) stepi
in auto cmp::{lambda<typename $T0=>($T0, $TO, int, bool&)#1}::operator()<unsigned

char>(unsigned char, unsigned char, int, bool&) const ()
(gdb) disassemble
Dump of assembler code for function ZNK3cmpMULTyT SO iRbE clIhEEDaS@ SO iS1 :
=> ] <+0>:

<F4=T

<+8>:

<+12>:
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1.2.3.2 3.3 F# vs iR\
HIAIEHN flag: (ERIENERFTEE ok ri&:

(gdb) x/1xb $sp+0x7

Oxffffffffe237: 0x01 ; ok WBZZA true

(Ea lan) Flag Correct!

(gdb) break *main+308
Breakpoint 1 at
{gdb) run < /tmp/tlag.txt
Starting program:
[Thread debugging using libthread db enabled]
Using host libthread db library "
Please enter the flag:
Breakpoint 1, in main ()
(gdb) x/1xb $sp+0x7
: Bx01
(gdb) continue
Continuing.

Breakpoint 1, in main ()

(gdb) x/1xb $sp+0x7
: bxbl

(gdb) continue
Continuing.

Breakpoint 1, in main ()
(gdb) delete

< /tmp/flag.txt

Delete all breakpoints, watchpoints, tracepoints, and catchpoints? (y or n) y

(gdb) c

Continuing.

Flag Correct!

[Inferior 1 (process 318675) exited normally]

(gdb) i
Image 15
WA AR ARAA.L L. [FRE(ZE:
(gdb) x/1xb $sp+0x7
Oxffffffffe237: 0x00 . BOAN AT false

P2 4 Flag Wrong!
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In main {}

8¢ in main ()

ETSICE « HE - 41 ¢

in main (}

in main i}

in main (}

tracepoints, and catchpoints

Image 16

ok FIMEAN 0x01, —HHEIR cmp HEEM, ok s& (c==b) G ok TN 0x00, FEAEIA
R R A A PR AL AR S

2. Task 2: rev__more (31%)
rev more s& Go 1.23 FiiEH) x86-64 HASHEZE Al HUT X

RS

paralle buntu-linux-2404: | osT/homew IFAE] v$ file rev more
rev more: ELF 64-bit LSB Pxerutable \(86—64 version 1 fSYSVJ, Statlrally linked, Go BuildID=hn&xmR
mbnIMEUi8h1 F/-9Y5TGz053zY] fxp5buE/tmMIOKI6FgmyHiyish5S/WPMYVTKyOD4dKQmglAk2, BuildID[shall=077c20f

ac0712eadd7d807ac6t478 793r44bh7b with debug info, not stripped
parallels@ubuntu-linuw : a/psf/homework/CTF/labl rev$

Image 17

2.1 FRESIEIE
2.1.1 REFFERFT
Bl nm BHEE, EMAPRIBAAE nain.main — R (KRR Go BFFH):

parallels@ubuntu-1linux-2404: $ nm rev_more | grep 'main\.’
00000000005b7fed D go: inittasks
00000000004aeabd T main

0000000000476be@ T runtime. funcl
000000000044a000 T runtime. func2

Image 18

A strings T@%%?ﬁ%, ENFEFATH:
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parallels@ubuntu-linux-2404: $ strings rev_more | grep -i flag

-
fmt
clear
*abi.T
*fmt. fmt
*reflect.
*abi.Func

(scan MB in pacer: % CPU ( zombiegc bits, jO = head = ,errno=panic: GODEBUG nmsys= locks= dying= a
1locsrax rbx rex rdx rdi rsi rbp rsp r8 r9 rie ril ri2 ri3

ria ris rip r s cs fs gs signal Signal m->g0= padl= pad2= minpc= valu

e= (scan) types : type TuesdaylanuaryOctoberl19531259765625fips140AES-CBCavx512fruntimeos/exect
ls3destlsshalnet/urlflag. txtGoStringCTR DRBGnil PoolscavengepollDescsynctesttraceBufdeadlockraceFini

Image 19

parallels@ubuntu-linux-2404: $ strings rev more | grep cryptocustom
morebuf={pc:: no frame (sp=runtime: frame ts set in timertraceback stuckunexpected kindno su
ch processadvertise errornetwork is downno medium foundkey has expired,M3.2.0,M11.1.0476837158203125
invalid bitSizenot in a cgroupincomplete linejstmpllitinterptarinsecurepathurlstrictcolonsx509keypai
rleaftx509usepolicieszipinsecurepathd123456789abcdetiryptocustonrandinteger overflowdecoratemappingsg
cshrinkstackofftracefpunwindoffTGC scavenge waitGC worker (idle)pade trace flushselect (durable)SIGNO
NE: no trap vdso getrandomheap reservation/gc/gogc:percent, not a Tunctiongc: unswept span KiB work

(bg), mheap sweepgensrlintime: nelems=workbuf is emptymSpanList.remoWSSuggeeit.insertbad special k
indpage alloc| hex@@ yd summary dataruntime: addr = runtime: base = run®WE¥E&ad = already; errno=
containermaxprocs=u, rand=1,decoratemappings=0, tlssecpmlkem=0, tlsshal=1, updatemaxprocs=0,
urlstrictcolons=0,x509sha256skid=0
build DefaultGODEBUG=containermaxprocs=0, rand=1,decoratemappings=0, tlssecpmlkem=0, tlss
hal=1, updatemaxprocs=0,urlstrictcolons=0,x509sha256skid=0

build DefaultGODEBUG=containermaxproc ; rand=1,decoratemappings=0,tlssecpmlkem=0,tlss
hal=1,updatemaxprocs=0,urlstrictcolons=0,x509sha256skid=0

Image 20

2.1.2 &% Go TREHERILH

Go ZHHIRH T B SMITSEE, B go tool objdump AIRICIREITEASIT.


af://n148

ou
main$' rev m

TEXT main.main(SB) /rev more.go

rev more.go:25
rev _more.g
rev more.c
rev more.
rev_more.
rev more.
rev _more.
rev_more.
rev more.
rev _more.g
rev_more.g
rev_more.g
rev._more
rev_more
rev more.
rev _more.
rev more.
rev _more.
rev_more.
rev more.
rev _more.
rev_more.
rev more.
rev_more.

ﬁlle
rev_more.
rey _more,
rev_more.g
rev more.g
rev _more.
rev_more.
rev_more.
rev _more.
rev_more.g
rey _more,
rev_more.g
rev_more.g
rey _more.
rev_more.
rev_more.g
rey _more.
rev_more.
rev _more.g
rev more.go:
rev_more.

L

b W Ld
Lnun Lbnun

wn

S %% main.main

/tmp/go/bin/go tool objdump -s

'main.main$'

$ /tmp/go/bin/go tool objdump -s

4cB8dad2460ffffff
4d3b6610
0f86e3040000
55
4889e5
4881ec18010000
488d05d4b20360
bbE8OOOOOO
eB32defeff
4885TT
0f85b1040000
660f1f840000000000
4885db
0f848c040000
48f7c307000000
Bf857f040000
48898c¢ (e]ale]ele]
48899c2488000000
48898424e8000000
488d44243c
44011138
bb10060000
4889d9
90

dbfdffff

bbb860RORO
e832defeff
4885TF
0f85b1040000
660f1f840000000000
4885db
0f848c040000
48T7c307000000
OT857T040000
48898c2490000000
48899c24880 06
48898424e8000000
488d44243c
44011138
bb108000BO
4889d9

90

e8dbfdffff
4885db
0f853b040000
488d9424c0000000
440f113a

Image 21

'main.]j

LEAQ OxffffffeO(SP), R12

CMPQ R12, 0x1Q(R14)
JBE Oxd4aef55

PUSHQ BP

MOVQ SP, BP

SUBQ $0x118, SP
LEAQ 0x3b2d4(IP), AX
MOVL $0x8, BX

CALL os.ReadFile(SB)
TESTQ DI, DI

INE Ox4aef48

NOPW ©(AX) (AX*1)
TESTQ BX, BX

JE Bxdaef

MOVQ CX, 0x90(SP)
MOVQ BX, 0x88(SP)
MOVQ AX, 0xe8(SP)

c(SP), AX

MOVQ BX,
NOPL

MOVL ¢
CALL o0s.ReadFile(SB)
TESTQ DI, DI

INE Ox4aef4s

NOPW @(AX) (AX*1)
TESTQ BX, BX

JE £35

TESTQ $0x7, BX

JINE Ox4aer3s

MOVQ CX, ©x90(SP)
MOVQ BX, 0x88(SP)
MOVQ AX, 0xe8(SP)
LEAQ 0x3c(SP), AX
MOVUPS X15, O(AX)
MOVL $6x10, BX

MOVQ BX, CX

NOPL

CALL crypto/rand.Read(SB)

TESTQ BX, BX
JNE Ox4aef29
LEAQ OxcO(SP), DX
MOVUPS X15. 0(DX)

rev_more

MIRICGmEE R AE H, FRF5Ei flag H XTEA &, SN hex fith, BN N %

14, SRR SRR

flag FREGIZHEANT

11



RB1T XigES %5

rev_more.go:26  CALL os.ReadFile B2HY flag.txt
rev _more.go:30 TESTQ $0x7, BX KN 8 BIEEL

rev_more.go:35 CALL crypto/rand.Read K 16 F1ikEHEHH

rev_more.go:38 CALL fmt.Fprintln hex #itH®5 (32 F7F)

rev more.go:41 BSWAP 5 flag TR

rev_more.go:17 CMPQ AX, $0x6f 111 FBANEIEIR

rev_more.go:19 LEAL 0x4a537f29 delta=0x4A537F29

rev more.go:59 CALL fmt.Fprintln hex il H %
Table 3

RN flag ACBNARRIN B3R, A AR HE RN, SXIsTEA—F; EINEREREER, iRk
PO KR, TS, JERE H IR AR flag (5%):

rev_more - Custom XTEA variant solver.

Algorithm (from Go binary analysis)
Delta: @ not standard XTEA 3779B9)
Round
Key
Blo
Output:

DELTA
ROUNDS

FFFFFFF)) (0]

return v@, vl
URL = "wss://ctf.zjusec.net/api/proxy/019T9308-763d-7590-826c-01ba335186a6"

create connection(URL, timeout=10)

hon3 /media/

Image 22



3. Task 3! rev__again (27%

B Rl

111

Image 23

LE %

& % 4 B sm T O EMHAE 1857

104, - rey_again.exe JUsers/BillFengfhomework/CTHIab1_revirey_sgainfrey_again.exs

A, D@L L E O e e @B Nedbue a -

Library functian [ Regularfunetion [ instractian Data drexnlored Evierra symbol [l Lumina furcticn

F Funcsisns me o Fnparty:
Funtinn e
T nutsua_s .
T start
1 sub_1a002a582 e
T sub_1annzazn0 i
[F UPK1aaDEd.. 3000017 © EXCEFTION_RECUAD
rear
byte_laed2ies
o [rsi-zeezsh]
anr ohx
a1 ey
ar SETCFCREPEREEET i
call 12HEZRI0D
anid ahi
iz shrt Toc_ 48247
¥ %
[ Y §
e el ]
Lire 2ol 4, fslarl
D trach avorvion e
Line i1 .
o 184, BE 78,-T7) 1226, 148) BIOBO5SE GRORBGE14802A360; sterl (Synchronized wilh Hex View-11 'a
5 Ovtpat = > L1 w
FUSSSE TN LIAPRSALLLN L0 BE LSO 3 Pplin A il

failed to load AyTho raacine: soippiag TOAPYThon alugin
I0& is analysieg the inpat file...

Tuu Tey slars to sxplore the dnput file right now

Using [LIRT sigrazure: 00 for wobd -1

Fropagating Type infarsation. ..

marien has heea propagated

sls flas been T10 Lshed.

The fnitial auloan
[

LSA.I: dle  Dawn Disk: EAGE

Image 24

IDA I E &AMz asnt, Hkrg UPX 72, Jelise:
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John Reiser

Format Name

Image 25

Wi /5 EE] WinMain 8 T — 1A, BOIZEAE WindowProc,

£1 Lian

22 HWND hi d

if (a2 = 2713)

|
if { (_DWDRD}a3 == 1882 }
21

255} i

std: twstring: ibasic_string=std::allocatorswchar_t=={v
= new_: allucatn r<wchar_t>: i~ new_allocator(&

tring, &v1S);

g..hasic_strlngcstd::allocator<char>>[-

std::_ new allocator=char=::~_new allocator{&v1c
encrypt_data(vid, w8, vid);
ViR = &wvl7;

vi[e] = &C 8 @;

w1l = 44;

std: :vector<unsigned char=::vector{vl3, v7, &v17);

new_allocatar<unsigned char=::~_ new_allocator(&vii);
std::operator==<unsigned char,std::allocator<unsigned char=={(v14, vii);
Suif

B, "kEyard", &i6);

23. )
= &unk_148006028;

w4 = Gunk_148086832;
std: twstring: basic slringcslﬁ a‘la(alorcwrhar Lo
std: new_allocatorswchar_t=::~_  new aLtotatcr[& 1

= {const AR ~]std :wstring re_strivil);
HﬂssagﬂBoxN 3y &Captloﬂ, Bx4ﬂu?.
std: swstring: ~wstr1nq
std: tvector=unsigned char=
std: :vector<unsigned char>
std:: v
std::
std: twe
}
}

else

invector{vid);

if a2 > ax111
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WindowProc e : &5 S — 3MA — encrypt data (input, key="kEy3rd") — 5159
B c 8 0 Eb#Z,

int64 _;¥-5Ttéfl encrypt_data{__int64 al,

3| int v3; // ebx

4 const unsigned __int8 =*vd4; // rax
5| __int6d v5; // rax

6 unsigned __ intS *v6; // rbx

7 int v7; //

8 const un51gned __int8 *v8;
9 | unsigned 1nt8 v10[263].
18 char v11; //
11 char *ulz;

12
e 13 } = std::string::size
» 14 = (const unsigned __ *}stdr:string::c_str(

e 15 c1pher init(vie, v4,
e 16 = &v11;
t ® 17| v5 = stdiistring::isize(a2);
e 18 | std::vector<unsigned char>'-vectur( v5, &v1l);

» 19 | std::__new_allocator<unsigned char>::m__new_allocator(&

¢ 20 (unsigned int8 *)std::vector<unsigned char=::data(
» 21 = std::string"size(a;);
27 = (const Jﬂ __int8 *x)std::string::c_str{a2);
23 c1pher crypt{v v6);
e 24 | return al;
5}
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encrypt data WA T cipher init M cipher crypt:

* cipher init R RC4 KSA

* cipher crypt ZEBBHARRC4 j = (3 + S[i] + 1) & OxFF

nsigned __intB x_ fastcall cipher_init{unsigned __int8 #al, const unsigned __int8 =%a2, int a3)

1
2
3| unsigned __int8 =xresult; // rax

4 | unsigned _ int8 v4; // [rsp+3h] [rbp-Dhl
5| int j; // [rsp+4hl [rbp-Chl]

6| int v6; // [rsp+8h] [rbp-8h]

7 int i; // [rsp+Chl [rbp-4hl

8

e 9| for ( i=10; i <= 255; ++i )

10
e 11 result = &allil;
e 12 *result = i}
13 }
e 14 LOBYTE(v6) = 0;
e 15 for ( j = @; j <= 255; ++j )
16 {
e 17 v6 = (unsigned __int8)(allj]l + v6 + a2lj % a3l);
e 18 v4 = alljl;
e 19 allj]l = allvel;
e 20 result = (unsigned __int8 x}v4;
e 21 allve]l = vé;
224
e 23 return result;
e 24 1]
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1 _int64 _ fastcall cipher_crypt{unsigned _ int8 #al, const unsigned _ int8 #a2, int a3, unsigned __ int8 =ad)
2
3| _ int64 result; // rax
4 unsigned _ int8 v5; // [rsp+3h]l [rbp-Dh]
5 unsigned int i; // [rsp+d4h] [rbp-Ch]
6 int v7; // [rsp#8h] [rbp-8h]
7 int v8; // [rsp+Ch] [rbp-4h]
8
s G LOBYTE(vE) = @;
e 168 LOBYTE(v7) = @;
el11 for { i=@; ; ++i )
12

13 result = i;
14 if ( (int)i »= a3 )
15 break;

L]

.

.

® 16 vB = (unsigned _ int8){v8 + 1);

® 17 v7 = (unsigned __int8)(al[v8] + v7 + 1};

e 13 v5 = al[v8];

® 19 allvB] = all[v7];

° 20 allv7] = v5;

e 21 a4[i] = all{unsigned _ int8)(all[v8] + allv71)] ~ az[il;
221 '}

e 23 return result;

e 24}
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IR RS RME REBRA solve rev again.py, FBHIR RC4 % Cc 8 0:
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& solve rev againgy X ® o

rev _again - Modified RC4 solver.

Algorithm: RC4 variant with extra +1 in PRNG: j = {j + S[i] + 1} & @OxFF
Key: "kEy3rd"
Encrypted data: C 8 @ (44 bytes)

def decrypt(key, data)
5 = list(range(256}}
j =0
for i in range(256):
= (j + 5[i] + key[i % len(key)]} & OxFF
[i], sl = sljl, Slil
[

I
in data:
= (i + 1) & OxFF
j = (j +S[i] + 1) & BxFF
Sfil, s[jl = S[jl, Sli]
out.append(c = S[(S[i] + S[]j]) & OxFF])
return bytes(out)

]
S
]
C
i

= bytes(]

Bx50, OxF7, 0x8C, OxF9, 0x80, 0x59, 0xAB, 0x77,
8x85, OxCA, OxCB, 0xB9, Ox6F, 0x56, 0x1A, Ox6F,
Bx2F, Ox24, OxFD, OxB4, 0x67, OxBE, 0x8F, 0x36,
0xD4, Bx37, OxJF, 0x36, 0xDB, 0xD@, BxEC, OxC9,
OxEC, 0xD9, Ox04, 0x03, 0x9C, OxED, 0x53, 0x90,
0xB5, OxFD, ©xE5, 0x12]1)

flag = decrypt(b"kEy3rd", enc)
iy
parallels@ubuntu-Llinux-2404:/media/psf/homewor} F$ fusr/bin/python3 /media/psf/homework/CTF/labl rev/solve rev_agai |
n.py i sh
ABA{#rd_ch@ll 1IN wln32aPi&Rc$ canyousolveit}

b L1lels@ubuntu-Llinux-2404: /med T Fython
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[lab 0] asm tour [lab 0] crackme [lec 1] rev_again

66 AR 86 REEH 70 REELH
100 pts o 100 pts 5 100 pts e
C @ Q@

[lec 1] rev_begin [lec 1] rev_more [lec2] my_vm_example

84 JREEW 70 R
100 pts 8 100 pts - 60 pts

@ Q@ ® 9
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