labl: miscymEEH5 K= BIE

1. Task 1 (25%)

calculator.lua m—MIHEBET, EXHRERAKETT, ®E—1TE57T -- nope no flag here, keep
looking :P o

calculator.lua X

Image 1

flag PTREBEBETAE S FAT . W0, WTLURILZEE 2 (47" )2 %24 (Space, 0x20) FIHIESF (Tab, 0x09) 41
{1 B i) e R R

§iH cat -et Wmw, TN, Tab N ~T:



BillFeng@BillFengMacBook labl_misc % cat —et calculator. lua

~INI$

T AT IS
"TAL AT $
AINMININI AINIS
g S ) N3
NI NINT %
AN AT S
2 N N N3
g S S -3
NI O$
~INI $
M AT O$
AN IS
~INI AL IS
T NI $
g S A 3

AIAINININT NI$

— nope no flag here, keep looking :P2

Image 2

1.1 BNt H RS

® Space (T, 0x20) — bit 0
e Tab (HZFF, 0x09) — bit 1

FERE— AT — T, BURAITZ RS A Tab M RBTRIT . NI EE 10-12 M EAFR, ies 4T
¥ (bit 00 , HURGES: 7 ALEIA—A ASCIL FFRFH bR R

H



15 REBEOHHFY B 7 (BREIE) ASCI Fi

80 0001000011 1000011 67 C
82 000001001001 1001001 73 I
84 000001010100 1010100 84 T
88 000001101000 1101000 104 h
106 000000110101 0110101 53 5
108 000001001100 1001100 76 L
110 000001100010 1100010 98 b
112 000001111101 1111101 125 }
Table 1

CIT{hft4bT0415Lb}

1.2 pythonﬂﬁI]ZIS

@ calculator_solve.py X

1 #!/usr/bin/env python3

with open('calculator.lua', 'rb') as f:
lines = f.read().split(b'\n")

flag = "*
for line in 1lines:
if line.strip():
continue
if len(line) ==
continue
bits = '"'.join('1' if b == 9 else '@' for b in line if b in (¢
if len(bits) <= 1:
continue
flag += chr(int(bits[-7:], 2))

print(flag)

(.venv) BillFeng@BillFengMacBook labl_misc % /Users/BillFeng/homework/CTF/labl_misc/.venv/bin Z=h

/python /Users/BillFeng/homework/CTF/labl_misc/calculator_solve.py Python
CIT{hft4bT0O415Lb} Python
< (.venv) BillFeng@BillFengMacBook labl_misc % [] y

Image 3

1. for b in line WH—ATHIENNFT
2. if b in (9, 32) HALRE Tab (9 MM (32)

3. '1' if b == 9 else '0' Tab '1', Tk 10"

5% flag: CIT{hft4bT0415Lb}



2. Task 2 (25%)

‘Base64:

base64RtARRBEREFRMNR? HitbaseREZEAHN?

HRE L, Basebd REFES"RE", TEEAFHSRKETE, TE2ENAESEIRE.

g, SBEERTHETARANERTSTENTHS, BH Basebd EREANR 4/3 . MERMN fixpoint BERE—ERFHENTHA: RERDS, 80147, 812 U, #1000 {i... . BLF
HEE T

AHALBE
Base64 & 3 bytes — 4 6-bit F3| :

24 bit = 6 bit + 6 bit + 6 bit + 6 bit

FTEABERE 1 T PHREBBANE 1 T FHHE 6 {i.
WMERE k TFH, REBBARAY 3k/4 FH.

K SEXE!:

BREWLE Kk I, AWEBAR 3k/4 U

BR 3k/4 < k, BRE—MEIREEEE, TENENRMCELSRE), SEERRIRNIUFHAE, REFEE, ASSEA—TERERS,

FliN4HE Base64 alphabet T, E— 1 FHRITE

next_char = alphabet[ord(char) >> 2]

BHE— Basebd FRIMER—TFPNE 6 fil.

REFHBRIZHIBR:

A=>Q-=>U=>V-=>YV
a->Y—=>W->Y¥->V
@—=>M->T->V->V

FriAtmfk Base64 REMISE, SMARBEM v . EFSE "M, B=.. HEERH T FINE:

Vmewd2QyUXLVWGxwved4, . ,
CTF ERBEX alphabet
Base64 ) 6-bit E3IFFIXFRET, FHR:
| 0..63 —> BHFH

ik Baseb4 5!

ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvivxyz@123456789+/

R T BEM alphabet
YR fixed point 2 F, 3 F % Base64 BIMNE—UHERS| v, M fixed point EBREHER Fli] , FIAE:

alphabet[v] = Fli]

iR AREM fix point fZ# alphabet,

Hft base IE




i H 5 ) H E X Base64 alphabet ([FIFf tHZflag) :

JE45 K15 1% alphabet /X & Base64 Zifid 5152 fix point %% .

2.1 InHEBase64

Base64 BFRAEFE 3 775, B 24 bite X 24 bit WL EURALYIAL 4 41, 4 6 bit:

o 51 4: 23 % 18 fi
o 2. ¥ 1T 12 %
o H34H: 113 6M
o HAM: F5FHO0M

fF—4 6 bit FMEUEVERZ 0..63, X/MEW/Z alphabet 12 5], #r#fE Base64 2 H
ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghij klmnopqrstuvwxy20123456789+/
RO A B A s AR A — AN 2R 51 i 2 H 5 X alphabet WO R B )4

BN 3 745 abe B REHIA:

01100001 01100010 01100011

PIRk 4 41 6 bit:

011000 010110 001001 100011

Xof L 2R 5«

24, 22, 9, 35

FrifE alphabet /33| ywJj , B NFRr#E alphabet HI%E 24, 22, 9, 35 NFE/FHHE v, W, J, 7.
2.2 RS}

R H G bR 4 -

1. JeXF AT Z 55 B0 I8 Base64 gmtid, 52— 5 brifE Base64 F4F .
2. % = padding.

1t 2 /& padding?

"abc" -> YWJ] # 3 F1, A =
"ab"  -> YWI= # 2 FW,M 1D =
300 "a" > Y= ¥ 1 FW, M2 =

3. FHEARHE alphabet RN TFAF4LAH F 2 51 B3R H € X alphabet 574 .
B H 25 Y fixed point N T, HE X alphabet N A . K N'E 2 fixed point, FTPA:
custom base64(F) = F

W, X F 8 Base6d B, 3 1 M FEFARERD 6-bit REIWRE v, BABHEXREENE 1 DMFR
BZ A[v] o 1M fixed point ERIXNARFET KM Fri], FaTLIFE]:



Fr LK fixed point ff—IKXFRHE base64, IRJERIEME S, X CFITE H E X alphabet T base64 (IE&EALH,
fixed) , EFTEESLHLSEIT].

2.3 pythonfilZ

solve.py

import ast

import base64 TnNsU@I
PO

rom pathlib import Path
Baseb4 FiFRAL 6-bit

STANDARD_ALPHABET = "ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxy
CHALLENGE_FILE = Path("2 fixpoint.py")

def load_challenge_constants(path: Path) -> tuple[str, str]:
tree = ast.parse(path.read_text())
constants = {}
for node in tree.body:
if not isinstance(node, ast.Assign}:

continue

target in node.targets:

if isinstance(target, ast.Name) and target.id in {"alphabet'

constants[target.id] = .literal_eval(node.value)

return constants["alphabet"], constants["fixed_point"]

recover_alphabet(template: str, fixed_point: str)} —> str: alphabet [19
recovered = ["7"] * 64 alphabet [39]
alphabet[13] =
encoded = base64.b6dencode(fixed_point.encode()).decode().rstrip("=" alphabet [44]
for pos, (std_ch, custom_ch) in enumerate(zip(encoded, fixed_point)) alphabet[20]
idx = STANDARD_ALPHABET.index(std_ch)
if recovered[idx] not in {"?", custom_ch}:
raise ValueError(

B T e s e 1]

XESFER 61 Ns1SB , HILSTREREHSX

{.venv) BillFeng@BillFengMacBook labl misc % /Users/BillFeng/homework/CTF/1labl_misc/.venv/bin/python zsh

/Users/BillFeng/homework/CTF/labl_misc/fixpoint_: i Python
Recovered alphabet (64/64):
betf{DEPCmOqk1Ugj SyNBAS3IHMYaVFiXedx roKshdGuSviwy. 3 Python

Verification:
encode(fixed _point).startswith{fixed_point) = True
.venv) BillFeng@BillFengMacBook labl_misc % []

Image 5

i A S LR R . A BRI



@ 2 fixpoint.py M X

int.py 2 ...

import base64
standard_alphabet = 'ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwx)

# alphabet = standard_alphabet

# fixed_point = "VmOwd2QyUX1VWGxWV@d4V1YwZDRWMV 13WKRSVO1WbDNXalJlTVjAXxV2.
Q

alphabet = "bctf{DEPCmQqgklUgj5yNBA93IHMYaVFiXedxroKsh4GuSvIW720zwLR6Z8p¢
fixed_point = "Ns1SBwm6YNHHNreCNsmojw8zY9InGVzep9NoI5LHpH3b8NKnQ1B2Ca{Xz:

translation_table = str.maketrans(standard_alphabet, alphabet)
def encode(s):
"""Base64 encode the string using our custom alphabet"""
return base64.b64encode(s.encode()).decode().replace('=", '').trans’

starting_string = input("String to encode? ")
current = starting_string

print(f"{e} {starting_string}")
for i in range(100):
old = current

currant = anrndeflciirrant)

(.venv) BillFeng@BillFengMacBook labl_misc % /Users/BillFeng/homework/CTF/labl_misc/.venv/bin/python *
/Users/BillFeng/homework/CTF/labl_misc/2 fixpoint.py" 1y C%zsh A
String to encode? 000 .

000 | Python

kfb7

MRHd 17

NAmCHE76

NrDvjweD1zI

Nsm{VK46HB5SFrr

NslvFLHqLFHCj xAN5smO

Ns 1SVrHkyPDSHrefMsecNxAzYB1

Ns LSBLHOYEv8B{5NyPmoHrLzH91UF{Dp9BC2

Ns 1SBwmky{n8531ZjsSLNsoj Y9nCar2pyfoSABHO5Pb8] rk0

10 Ns1SBwm6Y9vBFRZZIN1m9K4zBw2UaRnGINo jRDOkscB8HKNNjBmCkfAjIxeGaKvg

11 Ns1SBwm6YNHHU3IZ50mMIK2UYEW8BYz5pj sa0A9DyY ra8NKnQMom{NRvzIzeCyR8UMrmvjRvKj94mFEAPIBVRH7 A
12 NslSB\n‘mEYNl*iHNreC/P\Nlmng\'NB\anyzmA98A6UPopl3cGaRDgjNo{FAoOINeUyR85N9nvoSstzimFKAfFACZABL0Y3HGBquMxr‘4

PSS FEARTPL Lzy Focj KLMj 3 LU 8qY r88FRLT LBSMBK2ArDANKA IN3mAV rmzj B59azSNANrOYZ rzAKn cBXVp9IBSVSBmZyNVC]
K46F3vvkfoKHILGawoyMs LvFLHD LE THHKADAomtNLAtUDVtaKL8Y{ jw5SLAtHBDmMKRLRYPV{NR78YPAEVZzA793vVILHK]355FrexMrv
kyLBzY3v1Bx5xMrm9VBHO5DAUaRLYNACWVAj 1BeAUNeKyBDvy rHaND4SHKnxMrvkNOhzYESAFze293CZU{Hy. . .

Found the fixed point, and it is what I expected!
<% (.venv) BillFeng@BillFengMacBook labl misc %

>-| Python

LoNOOTUAWNERS




3. Task 3 (25%)
3.1  R? g2

ffEN 3 slow-login.pcap o i Wireshark )5, JeMi% HTTP B 3xiiE. SEHFJLERIKE POST
/login &R, WINHSAZE HTTP/1.1 200 OK , {HiERF| R KA 22 8 B2y s 35

@ mEERE Re28F B E

Source Destination Protocol | Length| Info
10.13.37.88 +13.37. 88 + 41811 [SYN, ACK] Seq=8 Ack=1 Win=564248 Len=8
10.13.37.23 . 41011 » 808 [ACK] Seg=1 Ack=1 Wi
POST /login HTTP/1.1 (application/x-www-form-urlencoded)
256 HTTP/1.1 28@ OK (text/html)

97688 .13.37. 54 41011 + 80 [ACK] Seq=487 Ack=203 Win=642408 Len=0
3.999688 .13.37. 64 88 » 410811 [FIN, ACK] Seq=203 Ack=487 Win=64248 Len=0
4.901688 10.13.37. .13.37. 54 41011 » 80 [ACK] Seq=487 Ack=204 Win=64248 Len=8
4.921112 10.13.37. .13.37. 64 41012 » 80 [SYN] Seq=8 Win=64249 Len=9
4.822112 10.13.37. .13.37. 54 88 + 41812 [SYN, ACK] Seq=8 Ack=1 Win=64240 Len=9
£.923112 10.13.37. .13.37. 64 41012 » 80 [ACK] Seg=1 Ack=1 Win=64248 Len=0
4.925112 16.13.37. .13.37. 468 POST /login HTTP/1.1 (application/x-www-form-urlencoded)

181 &4.793274 10.13.37. .13.37. 256 HITP/1.1 28@ OK (text/html)
&.795274 10.13.37. .13.37. 54 41012 + 88 [ACK] Seq=487 Ack=203 Win=64240 Len=0
183 &.797274 10.13.37. .13.37. 64 88 » 41012 [FIN, ACK] Seq=283 Ack=487 Win=64248 Len=8
184 4.799274 10.13.37. +13.37. 54 41812 + 88 [ACK] Seq=487 Ack=204 Win=64240 Len=0
185 &4.B14674 10.13.37. .13.37. 64 41013 » 80 [SYN] Seq=8 Win=64240 Len=9

186 4.815674 108.1 16.13.37. 54 88 + 41813 [SYN, ACK] Seq=8 Ack=1 Win=64248 Len=9
/‘1‘/1 ~0.03-0.04s TRERTA §4 41013 » 88 [ACK] Seg=1 Ack=1 Win=66248 Len=8
p- 8.15°570 8.13.37. 468 POST /login HTTP/1.1 (application/x-www-form-urlencoded)

10.13.37.80 16.13.37. 256 HITP/1.1 20@ OK (text/html)
10.13.37.23 16.13.37. 54 41013 + 88 [ACK] Seq=487 Ack=203 Win=64240 Len=0

woHATNOo

25
2d
63

Nw

® & slve (urtencoded-formvaius), 136 byte(s) S 2160 ER: Default

Image 7

e TFrame 92 J& T 3RIER, Frame 93 X NN, BFHJZEZN 3.995688 - 3.157196 = 0.838492s .
® Frame 108 ;2 & k15K, Frame 109 &Xf NN, Bf[EZEZ)N 4.855140 - 4.818674 = 0.036466s o

W Frame 92 5, fE R AW HTML Form URL Encoded T LLE BiE Rk Z:4.

username=admin' AND IF (ASCII (SUBSTRING ((SELECT secret value FROM secret store LIMIT
1),1,1))>85,SLEEP(0.8),0)-- -

password=incorrect

XIS AR SQL BT B WHIRFZMHKAL, WMESERIAT SLEEP (0.8) , WINELEARNS; WRFAAAKAL, W
SRPURE . BTN IECESZEAEEF Invalid credentials , FTUAABER NAEAIMIEAR, HEEHE R 50N 2 [
RIS ) 22

3.2 RFEiEKR&IN



ADA© m e>WF

BE R

“POST" && frame contains “SLEEP"

B E & &

A httprequest.method ==

x~www-form-urle

No. Time. Saurce Dastination Protocal | Lanath| Info
8.146775 /login HTTP/1.1 (application/x-waw-form-urlencoded)
1.008579¢ /login HTTP/1.1 (application/x~www-form-urlencoded)
1.0870128 /login HTTP/1.1 (application/x-www-form-urlencoded)
1.147238 /login HTTP/1.1 (application/x~www-form-urlencoded)
1.963579 /login HTTP/1.1 (application/x-www-form-urlencoded)
2.869835 /login HTTP/1.1 (application/x~waw-form-urlencoded)
68 2.187927 10.13.37.23 16.13.37.88 HTTP 46@ POST /login HTTP/1.1 (application/x-waw-form-urlencoded)
76 2.998848 10.13.37.23 16.13.37.80 HTTP 461 POST /login HTTP/1.1 (application/x-waw-form-urlencoded)
84 3.877350@ 10.13.37.23 16.13.37.88 HTTP 46@ POST /login HTTP/1.1 (application/x-www-form-urlencoded)
92 3.157196 10.13.37.23 16.13.37.80 HTTP 460 POST /login HTTP/1.1 (application/x-www-form-urlencoded)
108 4.825112 10.13.37.23 16.13.37.80 HTTP 468 POST /login HTTP/1.1 (application/x-www-form-urlencoded)
188 &.B18674 10.13.37.23 16.13.37.80 HTTP 460 POST /login HTTP/1.1 (application/x-waw-form-urlencoded)
116 4.883542 10.13.37.23 16.13.37.80 HTTP &6@ POST /login HTTP/1.1 (application/x-www-form-urlencoded)
124 5.683381 10.13.37.23 16.13.37.80 HTTP 46@ POST /login HTTP/1.1 (application/x-waw-form-urlencoded)
132 5.769904 10.13.37.23 16.13.37.80 HTTP 46@ POST /login HTTP/1.1 (application/x-www-form-urlencoded)
148 6.626197 10.13.37.23 16.13.37.80 HTTP 46@ POST /login HTTP/1.1 (application/x-waw-form-urlencoded)
148 7.467087 10.13.37.23 16.13.37.80 HTTP &6@ POST /login HTTP/1.1 (application/x-www-form-urlencoded)
156 8.279315 10.13.37.23 10.13.37.80 HTTP 46@ POST /login HTTP/1.1 (application/x-waw-form-urlencoded)
164 B8.353957 10.13.37.23 16.13.37.80 HTTP &6@ POST /login HTTP/1.1 (application/x-www-form-urlencoded)
8.429925 POST /login HTTP/1.1 (application/x-waw-form-urlencoded)
8.497324 POST /login HTTP/1.1 (application/x-www-form-urlencoded)

da
0 IF(LENGTH((SELE"Y secret_value FROM secret_store LIMIT 1))>37,SLEEP(@.8),0]

Taxt itom (taxt), 123 byte(s)

Image

—IFIRIIEAE Wireshark FRoRId JEE o A G 555K

http.request.method == "POST"

NETHCAEER LS P ESR T SLEEP (0.8) , Frblit—
http.request.method == "POST"

R85 T AT BT SRS P B :
P 3 R SR A A B T«

username=admin'

1))>37,SLEEP(0.8),0)-- -

T B FAGRE S E— 5% TCP &, DL AH,
93, FEULA LA Frame 93 FIRS Ak 2 Frame 92 R[], £33

TERMOEFY) 0.03s ~ 0.06s RFl; M NERBIEERSPAT

0.87s . RIEL 0.4s {ENEE:

FHRE
FHRR

delay > 0.4s
delay <= 0.4s =>

(/73]
it 1—

=>

3.3

BRI R é’é Hq LR TE pcap H, il A FE

&& http.request.uri ==

&& frame contains

348: 2160 - Displayed: 250 (11.6%)

8

"/login"
A R I g g R AR

"SLEEP"

T L 2% A2 A2 H It secret value PIKEE, JaTH K&

SLEEP (0.8)

HEREAR R R B LR

) > WS SEIR

BEI R

FRBIEZBD TR 0. B

AND IF (LENGTH ((SELECT secret value FROM secret store LIMIT

SR >

%] 0.77s ~

ER: Detault

Frame 92 #&1#53K, Wireshark 75715 27~ T M N /& Frame
T VRV R . FE IR



it

R H£R

LENGTH(...) > 320.833s H

LENGTH(...) > 360.791s H

LENGTH(...) > 370.032s 1§

LENGTH(...) > 380.060s &

LENGTH(...) > 400.046s 1§

LENGTH(...) > 480.033s &
Table 2

B ERT, KERT 36 NE, HXT 37 AR, BILKEN 37,

it Je A A5 0 P SRALL R T B 2 AR R =00

1

ASCII (SUBSTRING((SELECT secret value FROM secret store LIMIT 1),pos,1))

LAZE 1 AN rroal, e EA:

%1% MR SR
ASCII(...,1,1) > 890.775s H
ASCII(...,1,1) > 900.036s 1%
Table 3
RIS 1 ANFFF ASCII K+ 89, {HAKT 90, FrblERiZE 90, XMNTFHF

3.4

FLE-WAFR AT URIEBEE, E—-AJLANERER. BB A % .

pythonfil 74

JEIAS e i A 2 -

= o=

fif ¥t pcap H) Ethernet. IPv4, TCP Al HTTP W] C¥#E .

¥%[F— TCP &I POST /login ERA HTTP/1.1 200 OK MIRECNT.
TR N FER, R 0.4s BIMEHIM SQL A1 EAK.
- )

HRAE LENGTH (..

> mid M ASCII (SUBSTRING(...))

> mid [FFAREERILI secret.

> mid

10



low_login_solve.py
import re
import socket
import struct
import urllib.parse
from pathlib import Path

PCAP_FILE = Path("3 slow-login.pcap")
SERVER_PORT = 80
SLOW_THRESHOLD = 0.4

def parse_pcap(path: Path):
data = path.read_bytes()
magic = datal[:4]
if magic == b"\xd4\xc3\xb2\xal":
endian = "<"
elif magic == b"\xal\xb2\xc3\xd4":
endian = ">"
else:
raise ValueError("unsupported pcap magic")

off = 24
while off + 16 <= len(data):

ts_sec, ts_usec, incl_len, _orig_len = struct.unpack(

endian + "IIII", dataloff : off + 16]

)

off += 16

pkt = dataloff : off + incl_len]

of f +=incl_len
BtmEla KM D
= zsh VAN
| Python

(.venv) BillFeng@BillFengMacBook labl_misc % /Users/BillFeng/homework/CTF/labl_misc/.venv/bin/python "/Users/B"
illFeng/homework/CTF/labl_misc/3 slow_login_solve.py"
login requests: 258 =
slow responses: 137 =J Python
threshold: 06.4s
secret: ZJUCTF{1_10v3_Arlhar r}

en Bj B1i 5 % []

Image 9

secret: ZJUCTF{1l 10v3 Arlhar4 Nand4ml for3ver}




4. Task 4 (25%)

4.1 ttl _tells a_tale

I EAREDNSG, KIWBMAEEFR—, —3L 220 /> IPv4 1, 2&E#ZE ICMP, Hi 110 4 echo request Fll

110 ™ echo reply.

k2 POX U E 5 R E HTTP/TCP W%, T2/t ICMP 8¢ IP 7B .

KILKHEBSr echo request K] TTL #52 64 , {HAZH[ERE L TTL HEA—FEHFIER

[<XC]

| Source
164.16.132.229

Destination

Protocol

172.67.167.96

10 9.208760@ 172.67.157.96

29 B.66ueB8 172.19.0.2

Frame 9: Packet,

98 bytes on wire (784 bits)
Ethernet II, Src e

Version 4, Src: 172.19.8.2, Dst:
Control Message Protocol

d.pcsp

172067.157.9¢6

172.19.98.2

11 ©8.230000 172.19.0.2 216.58,209.46

12 9.263000 216.58.209.46 172.19.98.2 IcMp
13 8.276000 172.19.0.2 157.2408.203.35 cMp
14 98.299000 157.240.203.356 172.19.98.2 IcMp
15 9.3220008 172.19.0.2 104.16.132.229 cMp
16 9.345000@ 164.16.132.229 172.19.98.2 IcMp
17 8.368800 172.19.8.2 216.58.209.46 IcMP
18 0.391600 216.58,209.46 172.19.8.2 cMp
19 9.414800

28 9.437000 164,21.89.84 172.19.9.2 cmp
21 0.460000 172.19.8.2 157.248.203.35 IcMp
22 9.4B3000 157.249.203.36 172.19.8.2 icup
23 8.506000 172.19.98.2 104.16.132.229 IcMp
24 9.529000 164.16.132.229 172.19.98.2 Icup
25 0.552000 172.19.0.2 216.58.,209.46 cMp
26 98.575000 216.58.209.46 172.19.98.2 IcMp
27 0.598000 172.19.0.2 157.2408.203.35 cMp
28 8.621000 157.240.203.356 172.19.98.2 IcMpP

172.67.157.96

Re2>FFLHEE

Length

Echo

Echo
Echo
Echo
Echo
Echo
Echo
Echo

Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Eche

(ping)
[
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
{ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)

id=axpeef,
x0011,
x0911,

reply

request
reply

request
reply

request
reply

reguest
reply i
request 4
reply i
request i
reply i
request 1§
reply id=0x801r,
(ping) regquest 1§ x0821,
(ping) reply id=0x00821,
{ping) request 1d=BxB823,

R @RI TTL 2 64, MMiAhs K5 515 K7 2

Frame 9: ttl=102
Frame 19: ttl1l=108
Frame 29: ttl=97

XEEHUE WA AERTITED ASCIT JE Y, I H.:

102 -> £
108 -> 1
97 -> a

FkIEUF & £1la, FrBARTRLAIWT flag #587E ICMP echo request [ ip.ttl FEHE. T&dt—

, 5eg=3/768, ttl

, seq=11/2816,
, $eq=11/2816,

3 (request in 7)

reply in 18)

seq=0/8, ttl=563 (request in 9)
seq=5/1288@, (reply in 12)

seq=5/1280, (request in 11)
, seq=6/1536, (reply in 14)
seq=6/1536, {request in 13)
seq=7/1792, (reply in 16)
seq=7/1792, (request in 15)
seq=8/2048, (reply in 18)
seq=8/2048, ttl=63 (request in 17)

seq=1/256,] tt1=108 J(reply in 28)

$eg=1/256, ttl=63 (request in 19)
seq=10/2660, ttl=64 (reply in 22)
$eg=10/2560, ttl1=63 (request in 21)
ttl=64 (reply in 26)
tt1=63 (request in 23)
ttl=64 (reply in 26)
ttl=63 (request in 25)
$eq=13/3328, ttl=64 (reply in 28)
$eG=13/3328, ttl=63 (request in 27)
seq=2/612 1t1=97 Ireply in 38)

seq=12/3072,
$eG=12/3072,

82 86 80 @

08 54

@e
a1
ar
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a i@ mERE Re2TFTLE S

N icmptype == 8 && Ip.src == 172.19.0.2 && ip.ttl = 64

No. Time Source Destination Protocol | Length | Info
9 08.184000 172.19. 172.67.157.96 IcMp 98 Echo (ping) request i , seq=0/8, ttl=182 (reply in 18)
19 8.4140080 172.19.6. 104.21.89.84 cMp 98 Echo (ping) request i seq=1/256, ttl=108 (reply in 2@)

29 0.644000 172.19. 172.67.157.96 cmp 98 Echo (ping) request seq=2/612, ttl=97 (reply in 38)
39 8.874000 172.19.8. 104.21.89.84 cup 98 Echo (ping) request seq=3/768, ttl=103 (reply in 4@)
49 1.104000 172.19.0. 172.67.157.96 cmp 98 Echo (ping) request seq=4/1024, ttl=123 (reply in 58)

59 1.334000 172.1 104.21.89.84 cue 98 Echo (ping) request . seq=5/1280, tt 16 (reply in 68)
69 1.564000 172.19.0. 172.67.1567.96 cup 98 Echo (ping) request seq=6/1536, ttl=116 (reply in 78)
79 1.794000 172.1 104.21.89.84 cmp 98 Echo (ping) request seq=7/1792, i

89 2.024000 172.19.60. 172.67.1567.96 cup 98 Echo (ping) request seq=8/2048,

99 2.254000 172.1 104.21.89.84 cue 98 Echo (ping) request seq=9/23084, ttl=116 (reply in 108@)

109 2.484000 172.19.60. 172.67.157.96 cup 98 Echo (ping) request . 5eq=10/2560, ttl=101 (reply in 118)
119 2.714000 172.19.8. 104.21.89.84 cue 98 Echo (ping) request . seq=11/2816, ttl=188 (reply in 128)
129 2.944000 172.1 172.67.157.96 cue 98 Echo (ping) request seq=12/3872, ttl=1@8 (reply in 130)

139 3.1748080 172.19.0. 104.21.89.84 cMP 98 Echo (ping) request seq=13/3328, ttl=115 (reply in 148)
149 3.484000 172.1 172.67.157.96 cmp 98 Echo (ping) request seq=14/3584, ttl=95 (reply in 15@)
159 3.634000 172.19.6. 104.21.89.84 cup 98 Echo (ping) request seq=15/3849, ttl=97 (reply in 168@)
169 3.864000 172.1 172.67.157.96 cMp 98 Echo (ping) request . 5eq=16/4896, ttl=95 (reply in 17@)
179 &.0940080 172.19.0. 104.21.89.84 cup 98 Echo (ping) request seq=17/4352, ttl=116 (reply in 180)
189 &.324000 172.19.8. 172.67.157.96 cmp 98 Echo (ping) request seq=18/4608, ttl=97 (reply in 19@)
199 &.554000 172.1 104.21.89.84 cue 98 Echo (ping) request seq=19/4864, ttl=188 (reply in 200)
209 &4.7840880 172.19.8. 172.67.157.96 cue 98 Echo (ping) request seq=20/5120, ttl=1@1 (reply in 210)

219 5.014000

104.21.89.84 Echo (ping) request i , 5eq=21/5376, ttl=125 (reply in 228)

Frame 9: Packet, 98 byt on wire 4 bi 3 c ured (784 bits)
Ethernet II, Src: ©2:00:00:00:00: (02:90:00:00:00:02), : 92:00:00:00:00: :00:00:00:00:01)

® B ocep 4H401: 220 - Displayed: 22 (10.0%) ER: Default

Image 11
fi I )L e A 2 -
icmp.type == 8 && ip.src == 172.19.0.2 && ip.ttl != 64

FEP O R TTL AR T, 3£ 22 M. BT EE Info FIFH tel fH:

102 108 97 103 123 116 116 108 95 116 101 108 108 115 95 97 95 116 97 108 101 125

X -3 B i ASCIT B Af 754 8158 %2 flag:
flag{ttl tells a tale}

4.2 EZEMpythonfiAI8IIE
NPT A E#EFEE R

ity TR

fEAEFERIE, 5 THA 4 11d solve.py o

REREEM 172.19.0.2 KHH ICMP echo request, fiith ip.ttl != 64, P TTL $Zi AP E 8 ASCIL,
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@ 4 |ld_solve.py > () recover_flag

9 def iter_packets(path: Path):

e _iniv

yield frame_no, ts_sec + ts_usec / 1_000_000, packet

def recover_flag(path: Path) —> str:
chars = []
for _frame_no, _timestamp, packet in iter_packets(path):
if len(packet) < 14 or packet[12:14] != b"\x08\x00":
continue

ip = packet[14:]

ihl = (ip[0] & 0x@F) * 4
protocol = ip[9]

ttl = ipl[8]

src = socket.inet_ntoa(ip[12:16])
dst = socket.inet_ntoa(ip[16:20])

S O 0 ~

v =

if protocol != 1 or src != "172.19.0.2":
continue

icmp = ip[ihl:]

icmp_type = icmp[0@]

if icmp_type == 8 and ttl != 64:
chars.append(chr(ttl))

return "".join(chars)

» W N =

ol

if _name__ == "__main__":
print(recover_flag(PCAP_FILE))

o O OO OO On On O

(.venv) BillFeng@BillFengMacBook labl_misc % /Users/BillFeng/homework/CTF/labl_misc/.venv/bin/python "/U" "~ zsh A
sers/BillFeng/homework/CTF/labl_misc/4 1ld_solve.py" ) Python
flag{ttl_tells_a_tale} ‘

» (.venv) BillFeng@BillFengMacBook labl_misc % [J Python

flag{ttl tells a tale}
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