lab 1: Crypto jHEMNZE
1. Task 1: BEEANMA
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1.1 Py

BITE 21 M5, —3F 13 17, B3E 21 x 13 = 273 METF.

Bl K/ANE 1344 x 832, TEIA: 1344 / 21 = 64, mEHM: 832 / 13 = 64,

RN FEH TR 64 x 64 B,



T E AR, Frolx BEERE 13 = 21 MEEMEDS, 087 RERRAE—FS.

ROWS 13
COLs = 21

CELL SIZE = 64

for row in range (ROWS) :

for col in range (COLS) :

left =
top =

crop =

1.2 )3k

col * CELL SIZE
row * CELL SIZE
image.crop ((left, top, left + CELL SIZE, top + CELL SIZE))

PIMAGEA 64 x 64 NEJS, BEHERBALE, HiFEEA/NER MD5. B4 R/ NESESF—A4 MD5,
FT AR LA R — 26755

positions by hash =

for row, col,
bits = []

gray =

defaultdict (list)

crop in crop symbols (image) :

crop.convert ("L")

for y in range (CELL SIZE):
for x in range (CELL SIZE):
bits.append ("1" if gray.getpixel((x, y)) < 200 else "O0")

digest =
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sk

hashlib.md5("".join (bits) .encode()) .hexdigest ()
positions by hash[digest].append((row, col))
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o 1 Ml 3 RFEANEMSE, K 3 /M,
o 5 f1 23 FEAEESFT, HiE 23 dr/NE S

o 8 1 32 EFE-—AEESFT, Hi2 32 dr/NE S
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1 FCJASGEF BFGHJ KAII HEEATB GBEB MIBHDB INEB GAR FC FGB HOHJQCJBQ KHEBGCNDB JBHE FGB
MCIALB DFHFACJ KGBEB FGB MECPBDDACJHI HDDHDDAJ EBBDB GAEBQ KAII BIARAJHFB GAR
FCRCEECK DGB KAII SC FC FGB KHEBGCNDB HJQ OBLCRB FGB PAEDF MBEDCJ FC QADLCTBE GAD
LCEMDB KAFG H DFECJS HIAOA FGBDB MCIALB CPPALBED HODCINFBIU LHJ JCF HEEBDF GBE

KEM AL B. ¢ SHEKNAGTSRNGT, FMELEFE.
1.3 R=E

PR RAR o MR B RS . — NS EE AR AT RE, P ATRATT R I I 5 S0 B M SRS TR [
K&

RPN T Gt oA E SR S I B I, T RS 2

1 B:41, C:24, F¥F:22, A:22, E:22, D:22, G:19, H:19, I:15, J:14

g RE LN T EHEE R B, MXERNRZMEZ B, IUATLUSER B —> B ASARBICREREBN, BRI
AR EEFT EARHESEC G, RIR T EE S RBI R R, AR P NS 1g. e &/ ="78H FcB,
CRGIGERRE LN THE, TRWTUS—SHEE F —> 7, 6 -> H. MEEU, SROHAUGE 108 L
HARKAIE

YRERTREA . B EREEEANST A M o1, XEERE 5 > A . BESHER B, BAEZECHHIL
RZX, WHEERRE LK =FR 002 TeE, FTBAWRSS F -> T, G -> H, B -> E. XFEECPREHIN
FGB FLP LA THE . 4RSS MIAEIR KAFG , RACHBUSEHRE 178, JOEFRRFEXNTRME W1
& WiTH, TRHE2 K ->w, A -> 1. & peB, A 6 > H. B > E J5/BIRE HE, UK _HE A
THE Ml SHE, {H T C&XMHLFE F, IAXER YR suE, 8% D > s. BEIFRWE A
FCJIASGF , RACDHFREMIRZ T NI_HT , REH WA EE ToNIGHT , T&F%F ¢ -> 0, J >N, 5 ->
G . FiFE HOHJQCIBQ , WRIECH TR LLEE K ABANDONED , T/EE 0 -> B, Q -> D...

ks SeiE AN 4, .

1 MECPBDDACJHI -> PROFESSIONAL
2 BIARAJHFB -> ELIMINATE

3 FCRCEECK —-> TOMORROW

4 QADLCTBE -> DISCOVER

5 HODCINFBIU -> ABSOLUTELY

AR e BR ek
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Table 1

B HR N R Boh % S5, R8I

1.4

TONIGHT ETHAN WILL ARRIVE HERE PLEASE LURE HIM TO THE ABANDONED WAREHOUSE NEAR THE
POLICE STATION WHERE THE PROFESSIONAL ASSASSIN REESE HIRED WILL ELIMINATE HIM
TOMORROW SHE WILL GO TO THE WAREHOUSE AND BECOME THE FIRST PERSON TO DISCOVER HIS
CORPSE WITH A STRONG ALIBI THESE POLICE OFFICERS ABSOLUTELY CAN NOT ARREST HER

T8 flag

import hashlib

plaintext = DL"TONIGHT ETHAN WILL ARRIVE HERE PLEASE LURE HIM TO THE ABANDONED
WAREHOUSE NEAR THE POLICE STATION WHERE THE PROFESSIONAL ASSASSIN REESE HIRED WILL
ELIMINATE HIM TOMORROW SHE WILL GO TO THE WAREHOUSE AND BECOME THE FIRST PERSON TO
DISCOVER HIS CORPSE WITH A STRONG ALIBI THESE POLICE OFFICERS ABSOLUTELY CAN NOT
ARREST HER"

print ("AAA{" + hashlib.md5 (plaintext) .hexdigest() + "}")



¥ lab1_crypto.md U @ taski1_dancing_men_solve.py U X
cing_me
def main() —> None:
image = Image.open(IMAGE_PATH)
classes, class_by_hash, representative_by_hash = classify_symbols(i

save_class_sheet(classes, representative_by_hash, Path("symbol_clas

ciphertext = build_intermediate_cipher(image, class_by_hash)
plaintext = decrypt(ciphertext)
flag = "AAA{" + hashlib.md5(plaintext.encode()).hexdigest() + "}"

print(" [intermediate ciphertext]")

print(ciphertext)

print()

print(" [plaintext]")

print(plaintext)

print()

print(" [flagl")

K5 b 1

BillFeng@BillFengMacBook labl_crypto % /usr/local/bin/python3 /Users/BillFeng/homework/CTF/labl_crypt
o/taskl_dancing_men_solve.py
[intermediate ciphertext]
FCJASGF BFGHJ] KAII HEEATB GBEB MIBHDB INEB GAR FC FGB HOHJQCJBQ KHEBGCNDB JBHE FGB MCIALB DFHFACJ] KGB
EB FGB MECPBDDACJHI HDDHDDAJ EBBDB GAEBQ KAII BIARAJHFB GAR FCRCEECK DGB KAII SC FC FGB KHEBGCNDB HJQ

OBLCRB FGB PAEDF MBEDCJ FC QADLCTBE GAD LCEMDB KAFG H DFEC]S HIAOA FGBDB MCIALB CPPALBED HODCINFBIU
LHJ JCF HEEBDF GBE

[plaintext]
TONIGHT ETHAN WILL ARRIVE HERE PLEASE LURE HIM TO THE ABANDONED WAREHOUSE NEAR THE POLICE STATION WHE
RE THE PROFESSIONAL ASSASSIN REESE HIRED WILL ELIMINATE HIM TOMORROW SHE WILL GO TO THE WAREHOUSE AND
BECOME THE FIRST PERSON TO DISCOVER HIS CORPSE WITH A STRONG ALIBI THESE POLICE OFFICERS ABSOLUTELY
CAN NOT ARREST HER
[flag]
AAA{3a79be21d30027fd874e683f58d1bf34}

<» BillFeng@BillFengMacBook labl crypto %

Image 3

AAA{3a79%0e21d30027£d874e683£58d1bf34}

2. Task 2: #HHFEILELE (40%)

2T JE ML A AT DLBE AR 2 5K B R B UL A F I i . Wl iR B b, [/ NSO R R N AN SR,
VAR Gy AT B s 465 R WA RS 5 NJEFA key, B0 key KN 29 W, 58 0, 29, 58... DMEMFEMFE—
Mkey, H 1, 30, 59... DFREMFA A keyo EFEF I SCT BHEAN R AL E AT BEBIN A R S0 B, SR
PR B . (HES AR B key UM SR, REGRBAH, AT DT R 2 A E key HIHRREH
CEAER U, AR A RERPREH, MRRIUECE S E A8 #: FRRKEN 97, key AR
1..96, Ui AA 96 iy WRBEERRREHR, WEHZEZ 97! f. ) .
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1 text list=" !"#$%&\"' ()*+,-./0123456789:;<=>"7
@ABCDEFGHIJKLMNOPQRSTUVWXYZ [\\]" “abcdefghijklmnopgrstuvwxyz{|}~\t\n'
key=[randrange (1,97) for i in range (randrange (15,30)) ]

def encrypt(s,k):
out=""
for i in range(len(s)):
index=text list.index(s[i])
index*=k[i%len (k) ]
index%=97
out+=text list[index]

P O W 00 J o U s w N

=

return out

REMFRHERKER 97, BNFRHEERELE text list T TR, RER EXNAIER key, FXF 97 RS,
AR VLE AR IEYE S eI, MR “Fekdi s e, Ak 97 RFE, key MIPEIEHEE 1..96, Bl
key #SAFRIEWTC. R R ZHNE key, Al LU :

o)

1 plain index = cipher index * pow(key[i % len(key)], -1, 97) % 97
RIS
2.1 FIERRARKE

AE Y key KEEAE 15..29 Z[l. X T4EHRWHEN, WRMMIEME e B@m 1M, Baei R
—> key; BRI AH RIWISCT BE o a SO RIS 3078 BRI AT PAGETE AN R EIRR R, 307 AF A S IR

KERKIER key EMEH . BB key KEEZ 29, WA 0 ALAE 29 . 5 1 ALAISS 30 MAAOHERRE R —4
keyo PEMOCARRF W REMBL, I e .t a 5, PrOUXLEHRE 29 MM EA —EMREAGZR AP
o MR ML BEHAFE—A key &k, FFHISCHE, MAENTINEFE#RZ plain_index * k mod 97, %X
—EME; AR B key, BUEBISCHE, NEEEABERAR. B2 shift EHFET key KESER
R, GBI ECESRRWET . BTERITRZ 0, FEM key ZJRTIRE 0, Bt LUEHEXT AT A I BCH
W, guiterBhid .

KA I T

1 for shift in range(l, 61):

2 equal = 0

3 total = 0

4 for i in range(len(cipher indexes) - shift):

5 if cipher indexes[i] == 0 or cipher indexes[i + shift] == 0:
6 continue

7 total += 1

8 if cipher indexes[i] == cipher indexes[i + shift]:

9 equal += 1

Geitai b LU

shift=29, equal=179/2702, rate=0.0662
shift=58, equal=176/2691, rate=0.0654
shift=31, equal= 39/2716, rate=0.0144
shift=40, equal= 37/2695, rate=0.0137
shift= 3, equal= 35/2737, rate=0.0128

g w NN



58 /& 29 HIfEEL MHBHEY key KEANT 30, FrABPKEREN 29 .

2.2 FE{IRE key

e EARKEE, EEE IR 29 70k 29 M. fE—HEMEHFE A key 8, FULW DA R 1..96 o X
AT E 96729 FEHE key, BN 29 D key SLZHBA KRR, ENTRMAMSEENA RIET: REDHRBE
—ALBITT, I 29 ¢ 96 o X TRAMKLL key, SEMIETTAR X AT, FEIRIESESCTAIRIT .
BIEH S, 7ol .

REEARD T

for offset in range(key len):

column = cipher indexes[offset::key len]

best score = -math.inf

best key = None

for candidate in range(l, 97):

score = sum(log probs[(value * inverse) % 97] for value in column)

if score > best score:

best score = score

1

2

3

4

5

6 inverse = pow(candidate, -1, 97)
7

8

9

0 best key = candidate
1

o

key.append (best key)
AR key A

1 [51, 14, 22, 90, ©7, 43, 17, 82, 48, 17, 41, 33, 89, 94, 60, 80, 13, 72, 79, 18,
65, 50, 20, 6, 36, 39, 56, 7, 65]

2.3 i like TOEFL very much
XA key #E 5, W LAE BB SO ) EAZH B flag:

1 Nevertheless, early efforts to economize ice included wrapping the ice in blankets,
which kept the ice from doing its job. Not until near the end of the nineteenth
century did inventors achieve the delicate balance of insulation and circulation
needed for an efficient icebox.

2 fLaG:AAA{i1 like TOefl v3ry M3uh!!!}

3 But as early as 1803, an ingenious Maryland farmer, Thomas Moore, had been on the

right track.



w 2 task2 vigenere_solve.py X

def english_log_probs() —> dict[int, float]:
"""A small English character model used to score candidate decryptions."
probs = defaultdict(lambda: 0.0001)
probs[" "] = 0.18
probs["\n"] = 0.01

letter_freq
et 1207
Bt 9.1,

8.2,
7.5,
7.0,
6.7,
6.3,

6.1,
6.0,
4.3,
4.0,
2.8,
3,85
2.4,

BillFeng@BillFengMacBook labl_crypto % /usr/local/bin/python3 "/Users/BillFeng/homework/CTF/1abl_crypto/2
k2_vigenere_solve.py"

[top coincidence scores]

shift=29, equal=179/2702, rate=0.0662

shift=58, equal=176/2691, rate=@.0654

shift=31, equal= 39/2716, rate=0.0144

shift=408, equal= 37/2695, rate=0.0137

shift= 3, equal= 35/2737, rate=0.0128

[key length]
29

[key]
[51, 14, 22, 9@, 67, 43, 17, 82, 48, 17, 41, 33, 89, 94, 66, 80, 13, 72, 79, 18, 65, 5@, 2@, 6, 36, 39, 56, 7
, 65]

[flag]
AAA{L like T@efl v3ry M3uh!!!}
%% BillFeng@BillFengMacBook labl_crypto % i




eeoe® @M~ < = Fusec.com Ty

& 2026 CTF 107 - ZJU=CTF B EnEWERATH - $EwRk s Cryplo i - 2026 RSWANEH

vigenere-
: pt

vigenere-encrypt

AAA{I_llke_TOef1_vary_M3uhlil}

Image 5

3. Task 3: RSA (40%)

FHICER- LA T https: / /www.cnblogs.com /vbnmjjiuv /p /19096032

AH A HE AT
[m:=int.from bytes( import ('secret').flag),
n:=_ import ('sympy').nextprime (m>>150),
print ([pow(m,i,n) for i in "AAA®E".encode()])]
XHE "AAA@®".encode () (UTF-8) BE|HZ: b'AAA\xf0\x9f\x98\x8d"
[65, 65, 65, 240, 159, 152, 141]

PRV H SEhrga t TH—A my F—4 n PHZAH c i = m"e_i mod n

SR 2 AF: BEOHE, WISCHIE,  F8 80

s ZIU Sehoai-Bug



https://www.cnblogs.com/vbnmjjiuv/p/19096032

B WERE
MRHREFM, FILARIA MEEX (Bézout's identity) SKHBAX.
. Bigged(er,ez) =1, BAGEEH z,y F5:

xre) +y€2 =1

m =m! = m*te = (m*)® . (m®)? mod n

o HATENE c; = m® M co = m*, FBA:

m =ci - cy mod n

c MRy <0, MAKRE:

XER A LEEKREBX m,
Image 6

Ja S IR ) R AL B ek E LRI n, PR HE R, A Bézout HFXICIRELMEH G 1, MK
2 m mod n .

3.1 1REEH n
B BT LR 0, (AT LRI RSO R . A

1 c i =m"e i mod n
2 c j =mte j mod n
Fr A
1 c i%e J =m*(e i1 * e j) mod n
2 c j%e i =m*(e j * e i) mod n

WA, B ¢ ire 5 - c jre i —RA n RN W BERMEEIRE R AR, RTUES .

modulus multiple = 0
for i in range (len (EXPONENTS) ) :
for j in range(i + 1, len (EXPONENTS)) :
if EXPONENTS[i] == EXPONENTS[]]:
continue
value = pow (CIPHERS[i], EXPONENTS[j]) - pow (CIPHERS[j], EXPONENTS[i])
modulus _multiple = abs(value) if modulus multiple == 0 else gcd(

Bsw NN

~ o O

[e¢]

modulus multiple, abs(value)

9 )

10



4% n = 97659034739429992860436468881128201806860817836134957 &

3.2 HEKHME m mod n
65 1 159 HZE, ATV REMJLEATURE a » 65 + b * 159 = 1, a = -22, b = 9

m = m"1

m" (=22 * 65 + 9 * 159)
(m"65) " (-22) * (m~159)"9

= c _657(-22) * ¢ 15979 mod n

Sw N
Il

R -22 AR, & EALIRE A e DU T, 0 R AR N

1 def pow signed(base, exponent, modulus) :

2 if exponent >= 0:

3 return pow (base, exponent, modulus)

4 return pow (pow (base, -1, modulus), -exponent, modulus)

5

6 m mod n = pow_signed(c65, -22, n) * pow_signed(cl59, 9, n) % n
(EEIR

1 m mod n = 97658903173693974583686903367366082114290334421760426

3.3 HHERE m
FIXEAREKE T m mod n, MEKE T — MM n = nextprime (m >> 150)
4 g =m > 150, M4 g £ m EFK 150 fEMEMHT, H n KT g BTF—NEE RIS k.

1 g=n -k
g * 27150 + r

N
3
Il

Hp 0 <= r < 27150, k M g BIFT—NEH n MEE. —BREHEBASRK, FILAT B NERIT & .
NHEAN m0 = m mod n, Arbl:

1 mO ((n - k) * 27150 + r) mod n
2 =r - k * 27150 mod n

RERRBFEA k, 15
1 r =m0 - n + k * 27150

KEEN r < 27150 H k >= 1, Ffbh r - k * 27150 < 0, BUBUSMHS TN E—& n . Meses HER 20 2L
0 <= r < 27150 K k, FLEEHIHIEEN n

1 block = 1 << 150

2 for k in range (1, 200):

3 r =mmod n - n + k * block
4 if 0 <= r < block:

5 m = (n - k) * block + r
6 break

1 k = 93

B om FE[A] bytes, BIA[1S2:

11



/ith exponents 65 and 159.""

€2, by, n) %n

Image 7

4. Task 4: FHIRIUEEA (10%)

157 A AR B 2R K SRS T I eI, DRPEr R MRIE R BERECRSFAREE, SRR AMER] https: //www.bilibili.co

m /video/BVliacBebE1E /[?share source=copy web&vd source=eb5a52de9dba91a29c¢02523feac95550

N AT UE B R A IR AN, (ER AN B S YR AR AR P 2
Fm PR — i FE B R = A

o TAM: WRIEWAFEWmBERE, iEH ML BRI,
°W$%:%%ﬁmﬁﬁﬁﬁﬂ%,%ﬁ%% BAE#
o ThailE: BIlHIRT B X MHRREENUS, FXEEMEE

4.1 MEEES5W+XE

X R A S R AR L . S, BT BRI T A T, N R B AR R ] A R AT . B
Peggy CUEFAF) #8[H] Victor (JGUFFE) UERH H CAEXANILE, (HESXCAEIETLE T K.

il — AN EER, AN HEJRER, A P AREIE AL TR IE N — B BRI . WA S UEA BT BEAT], SNk
M 2 55—

e

1. Victor SfELIRAN LIS, AMERE .
2. Peggy HENINGR, FEALIE R ML B0AT U388 AE 12 .

12


https://www.bilibili.com/video/BV1iacBebE1E/?share_source=copy_web&vd_source=eb5a52de9dba91a29c02523feac95550

3. Victor #EANFIAL, KAWL A R 8 WAL R (BEHLIES .
4. IR Peggy KIETLIH, ik Victor WWRIL, MAlREE BEVE ] E BIHE 2 K — I H K.
5. R Peggy ARUEIIE, WHAEMNE CHERRE—MHR, LU 50% FIBEFRAEN 2 Victor AIE K.

BHE o )5, AHIETOER Peggy MAH IR RIIMZERE (1/2)", 4 n BRI (FU1n =20, MERLNATINZ
—) , FA LA Peggy BfiSLHNE FEIE .

XA PR SLH E ZE TR B ) = 2 P -

o M. Peggy FIETTIERT, SFFCHELHEIEMHHI R,

o H[EEME: Peggy AHITETTIENS, fH5RA 50% MEZFIE, ZREJLFAARE.

o THIRME: Victor AEH| Peggy MIRETT MK, FAZUEMCTHIEASHELE . BRI HICKELRIEIE
BLIOAE T3, BASE A0 0 7t oy HE I Hh JEAE

4.2 BE=FEFHiRIIEA

K=t o€ 1K G=(V,E), fEMA=MIGHENTRGEE, SAESHSTEIEAR? X NP 5%
f. R Peggy MIE —MNEEM=RETT R, MWATLLRA Victor UEHIX — i ANl # BRI Qe 075 &

P UGRAZU T -

1. AT E: Peggy BEALE e —PpZits (FIUAELL /2% /B R /2048, 138 — DS = Qe %, REx &
AT B O AT (a0 T BENLECR R A AR D, BT A &K % Victor. HTEIAMEBENLE L, Victor o
EMGERE R R e 7T &

2. PRARFTBL: Victor FENLIESE K1 (u,v).

3. FIHFBYEL: Pegay THF w Al o P/NTH A I B AR

4. BUEPTE: Victor M w Al v BIEEHHSTAIE, H R SZULR .

HE LR CRREFEHIERDIE) , AR Peggy BHAHBEEL KL, Victor MAHE Peggy HSKHIE —NEIEMN =4t
E S
T =R
o SE%ME: WIR Peggy HIVH AVE=RETTER, MAMER —FKLMPIRBIEHAR, Victor Foi@ Ml #R REL IEE
o WEEME: WUR Peggy WA AET R, MABRPEDEA K HIL" (WimFEG) o Victor FFAHINLIE %L, &R
URIER DN 1/|El. 43 k. Peggy IR KKMBARRZ N (1-1/|E)F, 2 k £EERIELT .
o TRIAME: R4 Peggy MSHENLEHZE, FrLL Victor B 2IH) R FAFL R PRI A F]" X —Hsg, Toik RN
SERM QT 5. XIMATRERE BN AR RS IERIE I — BRI, I 2 RE .

5. Bonus (15%)

KM DeepSeek V4 Pro:
SEREALIGRS U tmp, ANEIMANEE B, R W R SE R

1 RR—TEWRE crr BFEENF. BFERSTAO PR/ DA HEEDE, MERBTERLBEHIAY, BTE
RTdiE, TEEEIEIESR.

2
3 IFERTRZAE:
4

13



MEERHE, FIETSMNIEHTER. SIS MMEFRARN,

BMERIGA. MEEITHIREZRS TS,
3. FIHRLERSER—TMEMNS, WERRALAZ T —MER, (FEEFRBdpythont)D fE#MmdskKH
W, mIEAMRE)
4. WBANERTE (BEER/NA) BIRPRERTEELERE, HitHSRAANTRRNEEHAE— BT
5, (B RAREEZENEE,
5. BE—MEMTSoE—TIRRFE, W AL B, C. D..., BEEREEMREREIREX,
6. NWERNWRRBREBEXMINE LTI, flstienFzs. 2F&E. EA=F8E THE. FAiE
WITH/SHE/TONIGHT %,
7. BB IRNEBEXFE -> \AXFENEREK,
8. HIHRARANX,
9. XERREEEK, BEABBRX. RiFE— 1. RELTHENFREM M5, HiE AaA{md5} 1%
VAT flag,

BEEIIBED N
- BIRfEHR

- FFS1A%

- BREMREX
- EAERZ DM
- BHRR

- RAEMRAX

- flag

AR BAEERFPEERE, TERBEER.

Hprompt—3 0GR, A HIREL T

ATTON WHERE THE PROF
THE FIRST PERSOW TO

ARSOLLTELY

Image 8
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A A2 5 0 JEAS T DABEL S TERA Y flag, JRAGSCHRAE /tmp SCHFRTT

fRE2—TEEY CTF BEMT. ARERA RS "TAREE, NEFBFAREEEHEY. ATERTIE, TEEERIER.

ENF. ERATAHENOASEERE, MERBTIREEEHIE., BRERTIE, TEERMAER.
BT RELE:

1. MEERTRE, HEFRSMBNTE. JIEFETEFRRD.

2. BMERA, N EEITHIRFZEE /S,

3. AMMERSEE—TEMAS, BEREG LRSS T— *mmﬁ.(ﬁ%WﬁEyWMﬂﬁEMmﬁ*ﬁﬁ.ﬁ%ﬂﬂﬁl

4. HIHNESE (SREA) BRPESRTRIESE

5. SE—MEMMAS SR IERFE, WWA\B\C\QW‘EEﬁﬁﬁaﬁﬁﬁﬁﬁxn

6. SN R REMEWITE SN ER SN, PUoHERFES, SF8E. FR=F8 THE. %RAiE WITH/SHE[TONIGHT 35,
7. R SRIIENEXFER > EXFRNERRE,

8. W BB,

9. mEIERAEEER, B2 ASRAY, RiEEH—TTHE. REXTHNFAIBM MDS, HHid AAA{md5} Bz flag,

SmiEiEoR:

Eilay

RIS Tk
PRBIEEX
SEEFEN o AT
=it .t
2B

flag

ER: RAESRREERE, ATEREUEE

Let me start by looking at the workspace to see what files are available.

RELSTTEE. MELLFEE Python RS EAND KR,

FTRERNEREE:
Rir! BRGHRIERE: 13176/5, 8098 21 7HT (BE—TUREAEME). HELERA Python BSTHTIILE. 15 MD5 #TH%,

H 175 PFE MD5, BZAZT—RIAEBRERMBESSVE—FSHNARNER. ERBARBTEMNDELLE. (LHEMOTRE, ETHSHONEEH
(B HkE%E,

BE&5 - BRI TTHER LAl EREMSEHT (bl 6 A 41 THSLUTFLR). EEXHNE, RAIWT
HEFRAY I AD §ﬁ£}.‘. <%J\Ei3ﬁl‘ﬁ]§i—3¢§$%%ﬁﬁlﬁﬂn*ﬁaﬁliﬂhﬂﬁﬂﬁ’l\ﬁE

UHR—TEE: ERRFESITHSNER. ATHiIADE, RNCAERRNGE. BEFASHTESHIRHIE AEREFENBLIERE.
AEHTEFHRERESR, #5 (F) NF=HEFCHFERE (16/18), ETAESE, ILHEF RS HEITHRSNES, LHEERENESHE.

ATEWMHERERS, HFEEFEGSTER. LERE—THE, £S5 TFSHNERBHTE, SHETUEBNRERRESIER, BN, RE (RIFHN
PAD BENERFITE—ESEL 26 HARNNAZE (W 26 THXFE), EREMIFSHE.

%KM 21 [‘% T 17, EMAEEFREFSEHT. HR EFF“_H’L?"E—’{ Al E%ﬂﬂ*’trﬁﬁﬂ)—*, @f_b‘é“l ME, iLEERIE 17 HARRMS, HEIEA

LFh = o




IEREMEoH. RE (HEeA) BENES, REZEERERE.

IE7E .venv (3.15.0) h2# scipy ~

L PN

{
"packagelList": |
"scipy"
"respurcePath": "/Users/BillFeng/homework/CTF/labl_crypto/tmp"
}

$h L

Error: Failed to run uv pip install ——python /Users/BillFeng/homework/CTF/labl_crypto/tmp/.venv/bin/python scipy

I ELE scipy i, EANEENZEHBEL.

HNERSEAEET .

UHEF AT SHE. X —ATREEEREARTERSHELS. LRAERENEE:

BiF! NEERENERRT (RE 2B 7TERNS, FEEE), ERERFRELERPES (G) NE 411775, ErMERiE c MEREHFE (WE), 8
HAHERER MRS EHT .. LBRRFE T ERNTMEE R #TATRIA.

T, RIESAIRER, LRGBS R, SiLFIEE Ry

NERELE THISSENEIE, LRETECHIRE ST, ZRERELIE—IRIE clustering 558, F 23 PTRNFSER, St 26 1F80 (FIEEH
LFHEHHM), BRUFHEIF.

IR EEH MRS
MEHE TIFEENBERERE ST, LR SRR o7,
G HHE 4138 (15.2%), BEZHPE (4127%) NEENE —G I FEERE.

NERFEEFHFA—TXREE: #£6 (G) § 4 THE—ZETEHEHREMMFEMSERESH T? iLIHEE cluster 6 HIRTLLER.

EZ cluster 5 5 19 "5 (F), cluster 6§ 41 1MF5 (G). SRBHTERERBHFEMFES N, EMNEELE GH 41 1—NR G HFEEHERS
#, BECZEEEMBESRRIMEE.

i, FEGEFNAERESTIGMEREREDNER. RETHREEFTHTON.

UFRF RS iR RiE:

BT WERFRBEMOSTER. LEHTRRENERO.
REME:

1.G=E (B&E5, 41/815.2%, #X E=12.7%)

2. BFHE: Hfl K-> #EChEFHaEAE AFI (0408 0)

3. W=EEHE: EB #l AB » B AN EIEIEE OF TO, IN, IT, IS, ON, BE, AT, WE, HE, AS, AN, IF, OR, NO, SO, etc.
4. =588 AFG LI 7 )k » Bk G=E 52 AFE - {RAIER THE!

WIR AFG = THE, M A=T, F=H, G=E.

TEERISHIE X RIS

FRAFRL! HESEEMNIELT . LRSS

Word 1: TONIGHT v 525!




Word 10: TO v
Word 11: GO v
Word 23: AFG = THE v

H7EE Word 2: ETHINWILL , H BHRERFE, MNP H=R: ETHRNWILL... 47, 3 H=A: ETHANWILL... XEE%E "ETHAN WILL" (BF3...

B8 IHEHEE. Word2 2 BAFHCIDII = E T H 7 N W I . T3, WEBM]C=N, BiLEBFE:

s G=E, A=T, F=H, H=?, C=N, I=W, D=l, J=L, J=L
o FRAE-ETH2ZNWILL

MEH=EDN . ETH?N WILL
S ERIBEARR—118! CLUSTERAIREHE WM. LRSS HitHS H HEFRE """ I, MEES LS R —HEFSAREERsHIu TR T.
GHT BE58%E, Word 11 60, 12 10 thiEfE. XiRBEAE S RALRMAY.

HELEME? BUREEMME, REMZEEMNERFS. LHEE—Word 2 EREM—T1E (B4 JJ ADMERER), FLHRSEETE

FEIT

thiF =2 "ETERNAL WILL" {B 9 £ #... ETERNAL & 718 + WILL Z 47T =11... 7%,
IR B H PIEERE A7 ETHAN WILL? {8 ETHAN AR, [iZE ETHAN SEE2HMERER. & H ZR?
ILHFEEEFS H NAERSHE. DFE T RSEERS R —MET,

FEER, LS, #ABEREIE, B Word 17: FON = HIN - FIAERE HIM (2015 N=M) ?
Word 19: 258 1 > AIgER AEL |
Word 25: AFG = THE

RS H=A:

H=A, K=S MERBERBEFE! ILEFRDH:

Word 1: TONIGHT
Word 2: ETHANWILL — "ETHAN WILL" (RIEERAS)
Word 8: WILL v
Word 11: GO
Word 12: TO v
Word 19: A v (E8%EH})
Word 26: S v (28, B S {FARFEIEARENL, ARRESHEHAER)
Word 25: THE v
Word 3: HSSTIERESE RS EIABERTATO Sl
Word 6: THEZOLIWE? TAT IONWHESETHE?S0?E2210NAL — "THE POLICE WENT TO THE ?TATION..

! HEFT: THE?0LI = THE POLI(CE)., we?T =WENT. TATION =STATIONI
Bk

* M =P (THE POLI...)
« Word 6: ...WHESETHE?S0... ="..WHEN THE ?S0..." 8{# WENT TO THE STATION

pEsatitonii o

HIFE N=N 25, Word 6 TRT :

HEZIT "THE POLI WENT ATION..." — BAEE "THE POLICE WENT TO THE STATION"!
{8 | #EpRETH W 53] POLIWE fidE POLICE.

HEBRPHMNEFET: | ENBEERE W (WILL, WENT) ] C (POLICE). EERHFERLETOE— X THERAIEESAFTENGES.

ItRERRES, Fabifs | E. BeILURER MM BN EFIRIFS.

AT FAERYIREE (M{E 0.96) RELT 26 TEE, LEERM 23 BT 31, MERRN | BREHROMR T ®TEE: #E 8 (1) flFEEE 20 (V).

KERI:

= fiif (3,10) 1 (9,14) W HE T #fk 20 (U), Hfd | (IE8EEHES (1)




il (3,19) (ARTE|

EEWEEFE TIEMERN | FOBLE, (LHEFENEREGRET4. (1F (310) 7 (9,14) FOZ3E C (AT POLICE), mEf | #E W (BT
WILL/WENT) ,

BRNEXMDHE 26| XEFEANFENGE AEHERNRENETERERICRE 26 FARENESSH 7.

IHHET 26 REMEARENS SR

HIEBT 26 Tik, BIGUEM A B Z 55, 1EERIE 2 Alav R S TSR B S,
XETER: 2ZE9 1 (HRW) IMETRT K (8:R), MZEIRY | RO BLHRMAEERT L (7X).
B . FERAVERD:

o [F3E ABCOEFA = TONIGHT ESTIERERE cBIDU

s EE A =THEHIER CF A =777
T3, C 2EEME (IBA), ALESHE (IHG)
1L R | e s

|HBRET -> FRARGTRIAR (1RIB(AIE)

|BA(227,0,08) - FiC(21R)
|BB(247K) - FB(24iR)
|BC(14:%) = FI(14:%)
|BD(22}R) » ERD(21:%)
|BE(37R) = 3FU(3R)

|[BF (19:R) - #F(19:R)
|IBG(41%) > FA(41R)
[BH(19:R) = FHG(19iR)
[BI(107%) = FFK(8/R) + BIL(7R) (HET! )
|BJ(133R) = #J(10:R)
[BK(21:%) = FRE(21:R)

BAEZRT. URHEETHEMFEMERE, MSrSR0ETE.

BAMM T —GC RIRTE THE RhEl (CFA=THE, A=E) MWEARRFEHILI. BERSFNMEPR, G=|(BEXE THE FA2E..... . LEEMMERE,

SCfT £ CFA=THE % A=E, 1 G 78 5. G 2R —THIUMNMTS, ERENSEMSIH G=I {8 Word 19 858 G=I B3, {8 Word 2; ETHINWILL - G=| ¥
ETHIN ffidE ETHAN... FiTl G RIiZ&E A s58I89.

ILEEIRHE . CFA=THE EE C=T, F=H, A=E, G F"7EHrh, {BI1SE Word 2 ACFGIKDI] = ETHYNWILL FPpY) G [Ii%2 A (ETHAN), #f G=A, {BIRZE Word
19 BREFE G, AFNRFEHEEAIUMN ("a").

{BFERST G=A B, Word 3 ZERET ISSI... ik ASSI..., ZiH8E G HTFRZERTAINFE.
ILERENRFEES. R0gE G avE. RIEEESmIANY:

CFA=THE > C=T, F=H, A=E
CBIDUFC = TONIGHT = B=0, I=N, D=, U=G
KDJJ = WILL = K=W, J=L
UB =GO = U=G, B=0 v

- CB=TO = C=T, B=0 v

HfE G H 19k, HMESUE. IBEESHESE T RRGIHS:

BiF! RELRREHRE. NEREI:

Word 6: THE POTICE ATION WHE iE P?OTE?7IONAL
= "THE POLICE STATION WHERE THE PROFESSIONAL..."

HIELLHEHSHRNFE. M Word 6 B3
« fiiff [5]N=2 £ POLICE®:POLICE=MBJDLA > {EfREZ MBNDL A, N7ESE51iI!

= MBNDLA=PO?ICE - N i%{E POLICE #1 L # | Z[&g?
POLICE=MBJDLA= N A% POLICE th! itBEFHS




MBNDLAHCGCDBIKFAEACFAMEBTAHHDBIGJ
=THEPO?ICE?TATIONWHE?ETHEP?O0???IONAL

“"THE POLICE STATION WHERE THE PROFESSIONAL"
ARLA:

« N=? 7£ POLICE Z[g, RIizR=HEal F—iakfia
« LR POLICE [GEZ "STATION"
*» POLICE=MBJDLA>{BXEMBNDL.. ZNmfzE J
HEFKE N A2 J B, iItREFNE—=DbiF Word 6 B9 BB G, sEFRMN JME (J=L) PTFE2ER.

I, H®——iLWEFHAE Word 6 cipher:

AMBN AHE

fiiE: 0=C, 1=F, 2=A, 3=M, 4=B, 5=N, 6=D, 7=L, 8=A, 9=H, 10=C, 11=G, 12=C, 13=D, 14=B, 16=l, 16=K, 17=F, 18=A, 19=E, 20=A, 21=C, 22=F, 23=A, 24=M,
25=F, 26=B8, 27=T, 28=A, 29=H, 30=H, 31=D, 32=B, 33=l, 34=G, 35=J

THE = CFA (0-2) v
POLICE=MBJDL A—{EBfiE3=M, 4=B, 5=N (F=& J!), 6=D, 7=L, 8=A

FfA POLICE=MBNDLA->PO?ICE
MR N=L:POLICE>MBLDLA-{8D=l, L=C, A=E v
BNTEJOAE L XEHE N JATERE—FMEFS? SEROREEF D,

1EFRAGES J(100R) HofiiE: [(0,14), (0,15), (1,6), (4,17), (17), (5,18), (7,2}, (7,3), (11,7), (11,17)]
N(5R) i : [(1,11), (3,8), (5,20), (10,11), (12,0)]

£ Word 6 (irF561THIE) MBS HHIARE N(5,?) BR J?
itEHE. Word 6 R THILEITSH? M dot_seq [65, 101] — Word 6 MZES|65E101,

#5| 657 /EFEF2 Row 3 Col ?: row3 = 3*21=63, ffibA col = 65-63=2, {EX3|652F TS, EAHE Row 3 Col 2 Fm (ENBE=GHERIF =AR) .

SfiFt, Word 5 M#5|53%65 (=), FibA Word 5 = {ii#(2,10)31(3,2)
Word 6 M\ES|66%)101. 3|66 =row 3 col 3...

EXRERT. IREEAERE, HBRENBIFET J. WRN=z

POLICE=MB ? D L A B REIRT ? = L (J f£|HBRSIH)
BB JBWNERT..

FHF I FHEMKREWord 68cipher, thrBEHET . ItBEEMEHEREECcpher:
$F#%, Word 6 cipher = CFAMBNDLAHCGCDE

» C=T, F=H, A=E > THE
» M=P, B=0, N=?, D=, L=C, A<E - PO?ICE
« FRBAN 2GE = L EXEHE #iN 7 37 BE—H SRR SE?

F—itHEKTE: POLICE=POLICE=MB?DLA
412 N=L: MBNDLA 3 POLICE ¢

RBEERN (L)AL ERNRE—TRXFE L BEERERSD T FRE!

REEREREDEEE—N ] J FiZ2E—fFS. IRaEeiEEeE.

EREER, WTEERR, XEWE N J MRS L, i ERIE AR :

Copilot has been working on this problem for a while. It can continue to iterate, or you can send a new message to refine your prompt. C

R HEREH T/ FRENAX. HERNRENEE—RINEEIEE—LaE R,

MRS RRE:




« "ABSOLUTELLCANNOT" Fii%2 "ABSOLUTELY CANNOT" — Z=L 51 EH
« "ARRIVEHEREPLEASELUREHIMTO" - "ARRIVE HERE PLEASE LURE HIM TO"
« "ASSASSINREESEHIRED" - "ASSASSIN REESE HIRED" — T2 "ASSASSIN REESE HIRED" {2 "ASSASSIN" Hi# B G

P EH SRR

XEET2ESHET | IEIREERENRETEHES.

iIHBRHREIMIE—T: ABSOLUTELYCANNOT - "ABSOLUTELY CANNOT" (Z=Y f8IESIER) .

FTEMREIRS

B Rt

B 1344x832 B89 PNG Bl5, 85— 1317 x 21 7RIS RE. S81TFSE—T"HENA/IA" (Dancing Men) BIBHES. @i Python BTHEAER
BSER, HWINE 1317, 21 FKRELEN,

Wi A FE IR ITR S IaE:
1. Bt BTRITIRL RS HE TSR EES
2, 3—1ft: §E TRSEMNE 32432 M- EMEEEE
3. WX (ERINBEE L ERERERGE, SURER 092 (ZESRLHE), B3 2308 EHFHET 0.96 G192 26 5, [EMFHE 26 THNFE
4. Bl EAEEES (BFS), #Mlle LRESATIIsvNER, MREBEEHFEOMIT x>0.65, y<0.35, BA/h<EH20%, HENNER

HSIHEER (26 BHFFS, BMEEMNEEIEIRCH A-Z)

BRFE HIRY S ELEE
A a1 16.2% 0O
24 89% 4
21 7.8% 4
21 7.8%
21 7.8%
19 7%
19 7.1%
19 71%
18 6.7%
14 5.2%
3.7%
3.0%
2.6%
2.2%
1.9%
1.9%
1.9%
1.5%
1.5%
1.5%
1.5%
0.4%
0.4%

0.4%




CBIDUFC ACFGIKDJJ GEEDVAFAEAMIAGHANQEAFDOCE CFAGRGIPBIAP KGEAFBOSAIAGE
CFAMBNDLAHCGCDBIKFAEACFAMEBTAHHDBIG] GHHGHHDIEAAHAFDEAP KDJJ ANDODIGCAFDO
WBOBEEBKSFAKDI] UB CB CFAKGEAFBQSAGIP RALBOACFATDEHC MAXHBICB PDHLBVAE

FDH LBEMSAKYCF G HCEBIU GNDRD CFAHAMBIDLABTTDLAEH GRHBJQCANZLGIIBC
GEEAHC FAE

MEAEREDT

BNmREMFEA (41715.2%), 7

S ER A :
CFA HEMRME, WA THE
CBIDUFC fEX 7 &8M1E (BIF
KDJJ {EA 4 845, #ill%H WILL

UB # CB fEAW &3, #il)k 6o /Ml TO
BEEEGHE, HENAHISS

RER), EMX TONIGHT

EEESE R RINE, BE T =M,
B

@3z X B
E N

(6] 0O

(G- NADJ #PeRsds L, REBESH: Z M5 Y 2E—%RIER, WiENLH Z)Y 4R CAUSBRERS, EBEEFXARES)

B3

Y REFNME TUE ETDCT DEDCNAM TN NTCOANVUED UTC FNADDCE WITTUH A CTDNAMT Al TRT THECE DN TrE NEETFAEDC ARCNAI NITEI V FARKRNT ADDECT HED

e wmE B
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