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1.1 Challenge 1: Linux}{RSESEBA MR
1. SRR P AR 4 /> shell AN GURAE Linux B R H9RIE

(a) 1s an

1 1s

2 1s -1
3 1s -a
4 1s -1h

cd /home

1 cp a.txt b.txt
2 cp -r dirl dir2
cp -1 a.txt /tmp
(d) grep %>
1 grep "hello" a.txt
2 grep -i "error" log
3 grep -n "test" a.txt
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()] [ ] BillFeng — bill@node01: ~ — ssh bill@10.211.55.11 — 80x24

permitted by applicable law.
Last login: Wed Jun 3 17:23:13 2026 from 10.211.55.11
bill@node@l:~$ 1s

Angband-4.2.5 CBLAS.tgz setup_compute.sh
Angband-4.2.5.tar.gz hpl-2.3 ssh_backup_1780479033
BLAS-3.12.8 hpl-2.3.tar.gz ssh_backup_final_1780479298
blas-3.12.0.tgz openmpi-5.0.10

CBLAS openmpi-5.0.10.tar.gz

bill@node®l:~$ 1ls -1h

total 67M

drwxr-xr-x 11 bill bill 4.8K May 31 21:25 Angband-4.2.5

-rw-rw-r—— 1 bill bill 25M Aug 19 2023 Angband-4.2.5.tar.gz
drwxr-xr-x 4 bill bill 16K Jun 3 10:37 BLAS-3.12.0

-rw-r—-r—— 1 bill bill 324K Jun 3 10:30 blas-3.12.0.tgz

drwxr-xr-x 7 bill bill 4.8K Jun 3 10:41 CBLAS

-rw-r—-r—— 1 bill bill 193K Jun 3 16:29 CBLAS.tgz

drwxr-xr-x 11 bill bill 4.6K Jun 3 10:51 hpl-2.3

-rw-rw-r—— 1 bill bill 646K Dec 3 2018 hpl-2.3.tar.gz

drwxrwxr-x 12 bill bill 4.0K Jun 3 10:25 openmpi-5.0.10

-rw-r—-r—— 1 bill bill 41M Jun 3 10:17 openmpi-5.0.16.tar.gz
-rw-rw-r—— 1 bill bill 1.5K Jun 4 14:29 setup_compute.sh

drwxrwxr-x 2 bill bill 4.8K Jun 3 17:30 ssh_backup_1780479033
drwxrwxr-x 2 bill bill 4.8K Jun 3 17:35 ssh_backup_final_1780479298

bill@nodeo1:~% [J
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[ ] [ ] BillFeng — bill@node01: [cluster/shared — ssh bill@10.211.565.11 — 117x37

bill@node@l:~$ 1ls -1lh

total &7M

drwxr-xr-x 11 bill bill 4.8K May 31 21:25 Angband-4.2.5
—rw-rw-r— 1 bill bill 25M Aug 19 2823 Angband-4.2.5.tar.gz
drwxr-xr-x 4 bill bill 16K Jun 3 18:37 BLAS-3.12.@
—rw-r——r—— 1 bill bill 324K Jum 3 1@:3@ blas-3.12.@.tgz
drwxr-xr-x 7 bill bill 4.8K Jun 3 18:41 CELAS

—-rw-r--r-— 1 bill bill 193K Jum 3 1@:29 CELAS.tgz

drwxr-xr-x 11 bill bill 4.8K Jumn 3 18:51 hpl-2.3

—rw-rw-r-—— 1 bill bill &46K Dec 3 2818 hpl-2.3.tar.gz
drwxrwxr-x 12 bill bill 4.8K Jum 3 18:25 openmpi-5.8.18
—rw-r——r—— 1 bill bill 41M Jun 3 18:17 openmpi-5.8.16.tar.gz
—rw—rw-r—— 1 bill bill 1.5K Jum & 14:29 setup_compute.sh
drwxrwxr-x 2 bill bill 4.8K Jum 3 17:38 ssh_backup_1788479833
drwxrwxr-x 2 bill bill &.8K Jum 3 17:35 ssh_backup_final_1788479298

bill@node@l:/$ 1s
bin cluster etc 1lib media opt root sbin sys usr
boot dev home lost+found mnt proc run STV - var
:/% cd cluster
v :/cluster$ cd shared
bill@node@l:/cluster/shared$ ls
hpl hpl_3&.err hpl_35.out hpl_37.err hpl_38.out
hpl_33.err hpl_34.ocut hpl_36.err hpl_37.ocut run_hpl.sbatch
hpl_33.out hpl_35.err hpl_36.ocut hpl_38.err
bill@nede@l:/cluster/shared$ grep "Gflops" hpl_38.out
Gflops : Rate of execution for solving the linear system.
TV N NB P Q Time Gflops
bill@node@l:/cluster/shared$ grep -n "Gflops" hpl_38.out
15:Gflops : Rate of execution for solving the linear system.
45:T/V N NE P qQ Time Gflops
bill@nede@l:/cluster/shared$ cat hpl_38.out

HPLinpack 2.3 -— High-Performance Linpack benchmark — December 2, 2818
Written by A. Petitet and R. Clint Whaley, Innovative Computing Laboratory, UTK
Modified by Piotr Luszczek, Innovative Computing Laboratory, UTK
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. ) BillFeng — bill@node01: ~ — ssh bill@10.211.55.11 — 80x24

Last login: Sat Jun 6 16:37:12 on ttyseee

You have new mail.

[BillFeng@®BillFengMacBook ~ % ssh bill@10.211.55.11

billP10.211.55.11's password:

Linux node@l1 6.12.90+debl3.1-armé4 #1 SMP Debian 6.12.90-2 (2026-85-27) aarché4

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

Last login: Wed Jun 3 17:23:13 2026 from 10.211.55.11
bill@node@l:~$ |

3. 5B SadServers AU H "Saint John": what is writing to this log file? 45 H % DA T &,



. . E proxy-us.sadservers.com

09:05:04.023144 token: 1729006273
6 09:05:04.323534 token: 1389474509
09:05:04.623911 token: 636788592
09:05:04.924275 token: 527422109
09:05:05.224640 token: 1071358883
09:05:05.525025 token: 1015259153
09:05:05.825406 token: 239088863
5 09:05:06.125773 token: 784320790
5 09:05:06.426137 token: 1516884576
09:05:06.726509 token: 727868320
09:05:07.026883 token: 122327359
09:05:07.327266 token: 1972755201
09:05:07.627636 token: 1882765570
09:05:07.928013 token: 220085213
09:05:08.228379 token: 538310100
09:05:08.528723 token: 1276573668
09:05:08.829110 token: 1814333517
5 09:05:09.129514 token: 603120906
6 09:05:09.429887 token: 2072634735
2026-06-06 09:05:09.730267 token: 737093605
2026-06-06 09:05:10.030631 token: 812358856
2026-06-06 09:05:10.331026 token: 74804446
2026-06-06 09:05:10.631422 token: 1133831817
2026-06-06 09:05:10.931838 token: 657045526
2026-06-06 09:05:11.232248 token: 433331402
2026-06-06 09:05:11,532609 token: 296106915
2026-06-06 09:05:11,832965 token: 1398618640
09:05:12.133191 token: 368176567
09:05:12.433615 token: 392034500
09:05:12.734009 token: 388599437
09:05:13.034380 token: 1954063154
09:05:13.334756 token: 1036410283
09:05:13.635135 token: 975766819
09:05:13.935534 token: 31705808
admin@ip-10-1-13-4 fuser /var/log/bad.log
/var/log/bad.log:
admin@ip-10-1-13-4 i$ kill 591
admin@ip-10-1-13-47: ;$ fuser /var/log/bad.log
dmin@ip-10-1-13-4 t |
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- general lab 0: EREH R B AT - CTF101-Labs-2026

Check My Solution

Solution is correct, you made a sad server happy, congrats!
It took you 1 minutes and 57 seconds.
You used O clues.

You earned 1 point.

Your server is no longer needed, so I'm shutting it down.

If you enjoyed this I'd love to have your testimonial!

Share your achievement:
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1.2 Challenge 2: EHlifYPython‘siz

input("give me your string: ™)
=ngth of string:", len{dat

data_old = data
data_new = "
for d in data:
if d in 'abcdefghijklmnopgrstuvwxyz':
data_new += chr{ord{d) - 32}
fd 'ABCDEFGHIJKLMNOPQRSTUVWXYZ &
data_new += chriord(d) + 32}

ta_new +=

Q2

16  print("now your string:", data_new)
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LN N

& |ab0_temp.py X

> BlllFeng > D

ans = eval(expr, {}
except Exception as e:
T =k}
print('eval_error:
ans =

# 40 RE Era il | i
if isinstance(ans, float) and abs{ans - int(ans)) < le-9:

1o
ans_to_send = striint{ans})

else:
ans_to_send = strians)

print('A:', ans_to_send}
s.send{{ans_to_send + '\n').encode(])
BillFenggBillFengMacBook / % /opt/homebrew/bin/python3 /Users/BillFeng/Downloads/1abé_temp.py
A: —6744155571
08: Good, next:
1412955114 + 1048413427 — 314854117 + 23158966 + 1252009047 + 1267109732 - 189227945 — 2113563661 — 986774515 + 2061034146=

h: 3460248104
09: Good, next:

1386597699 — 349983174 + B11467218 + B95653815 + 1772460068 - 258531379 — 13607289 — 395048508 — 44245187 - 1692975604=
A: 1913595931
Good, mext:

Good job, here is your flag: AMA{melody_loves_doing_calculus_gg qun_ 386706080}
4%, BillFengeBillFengMacBook / % [

= Fjusec.com

s general lab O: BEERREYE - CTFI01-Labs-2026 we T IU School-Bus

Checkin QR Code calculator

misc misc reverse

calculator

Description

neRlinuxERINIAR, ATSESERIocketiiE

int

Your Answer

A{melody loves_dolng_calculus_gq_qun_3B&4794080}

Completed
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1.3 Challenge 3

® asm_tour: ACTF{Welcom3 70 R3 00 00 0000 0Oe74 Oed4f 030f}

2. Web
KA T 55—
2.1 Challenge 1

ESEHANYE AT T, FRAIIZHSTE RS EhEN N AL BERTE R, EdEd & EHE—D
getflag () PR, BEEFEHSM /flag.php?token=xxx KIFKIFHMEER "One more time! 1 /
1337", WRITRE R 1337 (XA BEEE flag,

IEAM R SR AR ZE M\ DT E E TR token (token —{RMEMIA), HAIIREEF— Session A REMH I E#R R
e BRIEIER 1ab0.php $EEX token FHIEK flag.php, WATES 1337 IRAINIREL flag:
£f1lag{56297ad00e70449a16700a77b£f24b071} ,

o aifE HRAYRHIAR .
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ri}

Ld_opener{url

/pumpkln.com/flag.php?token={token}', timeout=18}
ip(}

2sp and 'wrong'
FLAG FOUND at iteration {

exit(@)}

if 1% 1 == @3
print{f"Progress } £ 1337 (last resp:

print{"Done (no flag found)"}

BbJ Python

Progress: 1328 / 1337 (last resp:
Progress: 1329 / 1337 (last resp:
Progress: 1338 / 1337 (last resp:
Progress: 1331 / 1337 (last resp:
Progress: 1332 / 1337 (last resp:
Progress: 1333 / 1337 (last resp:
Progress: 1334 / 1337 (last resp:
Progress: 1335 / 1337 (last resp:
Progress: 1336 / 1337 (last resp:

FLAG FOUND at iteration 1337
flag{56297ad00e70449a16700a77bf24b071}
BillFeng@BillFengMacBook / % [l
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3. Reverse

AREEWIF S T 80x861C 5w, ARMITTHFidaf I BIEZIRAIEGREL, 23] 7 RS 1E string B HEKET
Access Granted . BEEENME|HACTFAERS I, i@ﬁ%ﬂm*”%ﬁﬂjﬂag, Bifi J5 7 Linux PR35 At
flag P IE A
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. ¥ _ (R
@ 5= ® &
lea rdi, aGoodBye ; "Good Bye"
call _I0_puts loc_401258:
mov edi, @ lea rax, [rbp+buffer]
call exit mov rdi, rax ; passwd
call verify
test al, al
jz short loc_40127C
|
_ ¥
® S = ® 5
lea rdi, aAccessDenied ; "Access Denied”
loc_48127C: call _I0_puts
lea rdi, aAccessGranted ; "Access Granted"| [jmp short loc_401207
call  _I0_puts
nop
mov eax, @
mov rsi, [rbp+var_8]
Xor rsi, fs:28h
jz short locret_4012A2
[ 1 Y
® & = ® 5 =
call _ stack_chk_fail_local
locret_40124A2:

Image 9
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nt _ fastcall main(int argc, const char sxargv, const char skenvp)

char buffer[264]; // [rsp+1@h] [rbp-11@h] BYREF
unsigned __int64 v5; // [rsp+118h] [rbp-8hl

v5 = _ readfsqword(0x28u);
memset(buffer, @, 0x100u);
while ( 1)

{

banner();
10_gets(buffer);

if ( j_strlen(buffer) == 1 && buffer[@] == 113 )

{
I10_puts("Good Bye");
exit(e);
}
if ( !verify(buffer) )
break;
I10_puts("Access Denied");
}
I10_puts("Access Granted");
return 0;

Image 10



1 bnnl cdecl ver'lfy(char *passwd)
2

3 int v2; //

4 int v3; // rad
5 int v4; // 1

6| char v5;

7 intds Ar [rs

8| char *table[14]
9| char tmpl64l; //
18 unsigned __int64 v9

» 12 | v9 = _ readfsqword(@x28u);
LT

e 13 = "1040";
e 14 = "l1@4@";
15 = "1040";
e 16 = "1968";
o 17 = W5
» 18 = "1680";
e 10 = "1312Y:
e 20 = "1516";
e 21 = "1888";
o 22 = "1616";
23 = "1824";
» 24 = "1840";
» 25 ="1616"
26 = "2000";

® 27 1f ( j_strlen(passwd) != 14 )
e 28 return 1;
e 29 memset(ifp, @, sizeof(tmp));

e 30 for { i = @; i < (unsigned __int64}j_strlen(passwd); ++i )

314 £
e 32 sprintf((unsigned int)tmp, (.nquncd int)"s%d", 16 % passwd[il, v2, v3, v4, v5);
o 33 if ( (unsigned int)j strcmp( table[i]) )
e 34 return 1;

35
e 36 return @;
e 37 [}
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Enter Password (or q to quit):

Access Granted

4. Misc

4.1 Challenge 1

* Magic! HEIfER T,

" /media/psf/homework/CTF/lab0/crackme’

AAA{HiReverse}

Y |
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oo M~ < -] lab. tonyerane.cc =) @ h + 0

¥ From Base85, From Base6d, From Base32 - C... & ZJU School-Bus © ELF %2 - CTF Wiki W WA R - DeepSeck
Last build: § months ago Options ¥ About { Support (@)
Operations Recipe ~ 0 mE Input + Oz 0=
Search... P scR!f<"MjLOeg<R<bl5:;D9g0<, 687<CUXo<) LXK; cPZ" ;D9h.=) ; &i<bu; I9L+Er<ABVO=GY(]"
From Base85 O lqzenpbt<bbFS<GY, q; cHL" 9k1gB: fon=
Favourites w tiphabet
-y T
To Base6d
All-zero group .
& Remove non-alphabet chars z
From BaseB4
Ll From Base64 ~ & n
From Hex Alphabet
A-Za-z0-9+/= :
To Hexdurmp
Feom Hesxlumg Remove non-alphabet chars D Strict mode
URL Decode <
From Base32 ~Qn
Regular expression Alphabet w1l F 1 Tr Raw Bytes 4= LF
A=-Z2-T= N
Entropy Output BDm::
Fork D Remove non-alphabet chars AMALWELCBm3_t@_Ctf_SumMEr_cBlUrsE_20826}
Magic

TonyCrane Extensions
Data format
Encryption | Encoding
Public Key

Arithmetic [ Logic

Networking

Language ]
STEP m m.Bak‘e
Utils 5 = 1 (@ s Ty UTF-8 (detected) & LF
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4.2  Challenge 2
BRBWIRAEUR IR 22, KRR MEfL, AR HARZE H AR R E ag Y FTHEo

2. B ETREMEHRMN LsBE BE
ME LB ERBEHNCONPETRAWYUERE, DEREN RBEEETHATML, SH LSERIUE — TFRYUEE LB PHBEE,. XTFTASGREEEH®.
3. BEAEE: MER + OCR

#EEREERNE, AttERSEHRIE, AR ETEEE
new_pixels = []
for p in pixels:
it (plel, pl1], pl2)) == (5@, 119, 194]: # B
new_pixels.append({®, @, @, 255)) i =
else:
new_pixels.append({255, 255, 255, 255)) # TH/A (ZF)
out = Image.new{'RGBA', (w, h])
out.putdatalnew_pixels}
out.savel'text_revealed.png')

4. OCR iHE

tesseract text_clean.png stdout -—-psm 3
# Wi AsA{gragt_Jge!_let'S_
BOBEME: SFR SBHERED, TEAELAYFERE — UTHEAUREREHESE (AEMM)  ERLHECACHERBHWITRT.
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AAA{gr3et_Jes!_let's_
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JE B R B, EREE /NI hex )R],

- ST B R j - A
= 3 010 Editor - WACTF\labO\misc_challenge2.png

File Edit Search View Format Scripts Templates Debug Tools Window Help

R Efgmgdy YHERELDE B> S8

crackme Startup misc_challenge2.png x
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